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What is Wireshark?

“* The De-Facto Network Protocol Analyzer
= Open-Source (GNU Public License)

= Multi-platform (Windows, Linux, OS X, Solaris, FreeBSD,
NetBSD, and others)

= Easily extensible
Large development group

= You can download in
https://www.wireshark.org/download.html|

4

* Previously Named “Ethereal”

®



https://www.wireshark.org/download.html

What is Wireshark?

s+ Features

Deep inspection of thousands of protocols
Live capture and offline analysis
Standard three-pane packet browser

Captured network data can be browsed via a GUI, or via
the TTY-mode TShark utility

The most powerful display filters in the industry
Rich VoIP analysis

Live data can be read from Ethernet, IEEE 802.11,
PPP/HDLC, ATM, Bluetooth, USB, Token Ring, Frame
Relay, FDDI, and others

Coloring rules can be applied to the packet list for quick,
Intuitive analysis

Output can be exported to XML, PostScript®, CSV, or
plain text



What is Wireshark?

* What we can:
= Capture network traffic
» Decode packet protocols using dissectors
= Define filters — capture and display
» Watch smart statistics
» Analyze problems
» |[nteractively browse that traffic

“* Some examples people use Wireshark for:
» Network administrators: troubleshoot network problems
= Network security engineers: examine security problems
* Developers: debug protocol implementations
» People: learn network protocol internals
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ﬁ Intel{R)} PRO/Wireless 3945ABG MNetwork Connection (Microsoft's Packet Scheduler) : Capturing - Wireshark

File Edit Miew Go Capture Analyze Shatistics  Telephony Tools  Help
& i, . o n Gy [
=t el & 2e A+ T IL|IBIEI QA dEMHI B
Filter: * Egpression... Clear Apply
Mo, - Time SOUrceE Destination Protocol Info
&4 36.8B58576 192.168.2. 100 10.100.102. 2 ICMP Echo (ping) request :
&5 36.863613 10,100,102, 2 192,168, 2.100 ICMP
66 44.406189 192.168.2. 100 10.100.102.1 SHMP g 1 rifOpers
67 44.41302724 10.100,102.1 192,168, 2.100 SHNMP g PaCket B::ifOper:
68 44.499055 Msi_d4 52 :4d Broadcast ARP Wy . 17 Tell
69 45,809033 192.168.2. 100 10.40.41.2 ICMP E LISt T
70 47, 797985 192,168, 2. 100 10.40.41.2 ICMP E T
71 48.891533 192,168, 2. 100 10.100.102.1 SHMP EC=TEQUEST ITF=rIo: :1T0pers
72 48,.897871 10.100,102.1 192.168.2.100 SHMP get-response IF—MIB::'i'FCIr:IEPI'=
73 49.989403 192,168, 2. 100 10.40.41.2 ICMP Echo (ping) request E
74 53.048868 192.168.2.100 255,255, 255, 255 uopP source port: 1027 Destinat:
" L5

+ Frame 32 (8@ bytes on wire, 8 bytes captured)
+ Ethernet II, Src: IntelCor_az:d8:9a (00:1c:bf:az:d8:%a), Dst: EdimaxTe_ge:2f:7d (00:0e:ze:de:2f:7d)
# Internet Protocol, Src: 192.168.2.100 (192.168.2.100), Dst: 10.100.102.1 (10.100.102.1)
- User Datagram Protocol, Src Port: solid-mux (1029), Dst Port: snmp {161)

Source port: solid-mux (10293

Destination port: snmp (161)

Length: 52

7 Checksum: Oxal?5s [walidation disabled]

- Simple MNetwork Management Protocol

Packet
Details

version: version-1 (07
TOO0 U0 UE 28 Be af fd Ul 1C BT as oo &4 U5 ug &5 g R | o E-
o010 00 48 04 dd4 00 00 20 11 02 60 oD af 02 ad Ja Ad CHeooon Lo.adod
0020 Be 01 Q4 05 00 al OO0 34 al 75 30 Za 02 01 Q0 04 fooo... 4 ubd®. ...
0030 O 7O 7S A2 AGC A9 A3 al 1d 02 03 00 e2 af 02 01 public. ........ Pac ket
0040 00 02 01 00 30 10 30 Je 06 Ca 2b 06 01 02 01 O2 L P Fonns

0050 02 01 G8 05 05 Q0

Bytes

\._J| Frame (frame), 56 bytes Packets: 74 Displayed: 74 Marked: 0 Profile: Default
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I The Wireshark Hetwork Analyzer E]@
File Edit Yew Go Capbure l_nalyze Statistics  Telephony  Tools  Help
seafimee  hleswnTiIEEQQAAn WDB X B
) @ Options... Chrl+K T _
Filker: @ start e ¥  Expression... Clear Apply

posTecn2020

&
@

& Capture i ost Popular Network Protocol Analyzer
apture Filters...

Open
E

Open a previsushy captured Fle

W Interface List

Website

Wisik the project's website

%

Live list oF the capture interfaces (founts incorning packets)

Statt capture on interface:

Open Recent: User's Guide

The Uiser's Guide (ocal wersion, if installed)

# | EBroadcom Metxtreme Gigabit Ethernet Driver (M ...
InteliR) PROMWireless 3945486 Metwaork Connect ...

@
@

D\ Customers|Comverseldsu-odessa. capldsu-odessa, cap (4037 KE)
[\ Customers! Comverselcms 1 -kiev-site . capicms1 -kiev-site. cap (23 MEB)
[ Coursesi\MICEVRTR Example - SIP - 02.peap (956 KB}

[ CoursesiNICEVRTR Example - H.245 - 01.pcap (143 KB}

Security
Wlork: with Wireshark 3 secursly sz possible

Capture Options

Start a capture with detailed options

Y

How to Capture

Step by step to a successful capture setup

@ Sample Captures

A rich azsortmant oF axample capture Fles on the wiki

MNetwork Media

Specific information Far capturing on: Ethernet, WLAM, ..

Ol Ready to load or capture Mo Packets

| Profile: Default

i ) 4
i Wireshark: Capture Interfaces

=)

=)
X

Description

IF Packets Packets)s

i. Broadcom Metktreme Gigabit Ethernet Driver (Mickosaft's Packet Scheduler) 192,168.5.50 Dekails

Skart | | Options
2 I Skark I Opkions

Close

i. Intel(R) PROMYireless 3945ABG Metwork Connection (Microsoft's Packet Scheduler) 192, 163.2. 100

36

iE

Dietails
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i Wireshark: Capture Interfaces

=/ojes

Description P Packets Packetsfs
d EBroadcom Metktreme Gigabit Ethernet Driver {Microsoft's Packet Scheduler) 192.165.5.50 Details
d Inkel{R) PROJWireless 39454BG Metwork Connection (Microsoft's Packet Scheduler) 192.168.2.100 36 z Details

Capture all packets on the
network

v

“ Wir#shark: Capture Options

Buffer size =in order not

o

to fill'your'laptop disk

Captuye

Intérface:
IF/address: 192,168.2,100

nk-laver header kype: | Ethernet

Capture packets in promiscuous mode

[] Limit each packet ko bytes

| Eapture Filter:

Capture filter

Intel(R) PROMWireless 39450BG Mebwork Connection (Microsoft's Packet Scheduler) @ \DevicelMPF_{52

[v] Buffer size: |1

Display

Capture Filels)
File:

[] use multipls Files

Capture in
multiple files

|/

Browse, ..

options
Display Options

Update lisk of packets in realtiy//

Autormatic scrolling in live capture

When to Stop Capkure ...
automatically N [ after

stop the ] ... after

capture 7 ... after

Hide capbure info dialog Name
resolution
rarne Resolution 0 ptl ons

Enable MAC name resnlutiun/

[] Enable network name resolution

Enable transport name resolution

I Skart I ’ Cancel
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PO
i Wireshark: Capture Interfaces = (|
Description P Packets Packets/s
i. EBroadcom Metxtreme Gigabit Ethernet Driver (Microsoft's Packet Scheduler) 192,168.5.50 i i}
-. Inkel{R) PROMWireless 3945ABG Metwork Connection (Microsoft's Packet Scheduler) 192,168.2.100 36 z M

iWireshark: Interface Details Exam|e W-LANZ
Received Signal Strength

L1 (WLAME | Tk 0Ffoad Indication (RSSI) and Link
Current network Speed (BW)
351D (Service Set IDentifier) default
B35ID (Basic Service Set IDentifier) 00:0E: ZE:6E: 2F: 7D (EdimaxTe)
Metwork bype used 2.4-GHz QFDM
Infrastructure mode Access Poink
Authentication mode Cpen Syskem
Encryption status WEP & TKIP & AES disabled, transmit key available
Ta power -
RS5l (Received Signal Strength Indication I:DDMIBIDII Ten T Ty
Link Speed I_n'z' 55 11 15 24
Supported Rakes 1Jz15.5/11/6M] 12/ 15124)36/48/54 MBits/s
Desired Rates -
Channel 4 (2427 MHz)
& ailable networks (BSSID list)
S5ID 4 [MAC 4 Wendor 4 | Privacy 4 |[RSSI 4 |Metwaork Type 4 [Infra, Mode 4 |Ch, 4 [Rates 4 [ Countkry 4
default 00:0E:2E:6E:2F:70 EdimaxTe MNone -69 dBm  2.4-GHz OFDM  Access Poink 4 1)/2)5.5/11/6/9f1218 MBits|'s

Mote: accuracy of all of these walues are only relving on the network card driver!
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» Ethernet Frame Example
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Mo, - Time Source Destination Protocol Info 2|
= ZJd.ZSF2337 Ll.l.1l.1 Lof aldalda L ' JUWrLE puar'L.s 22334 L'ESLIrar -
5 23.8388k7 212.179.1.202 10.159.3.103 FTP Eesponse: 200 Type set to I.
6 23.857°421 10.159.3.103 212.179.1.202 FTP Fequest: SIZE uploadl_1936&
£ 23.998093 212.179.1.202 10.159.3.103 FTF Eesponse: 213 11026917
2 24.0126095 10.159.3.103 212.179.1.202 FTP Request: MDTM uploadi_193&
9 24, 208984 212.179.1.202 10.159.3.103 FTP Eesponse: 213 20071202174050
10 24, Feeal]l 10,1558, 3,103 212, 179.1.202 FTF Eequest: FASY [
11 24.3591601 212.179.1.202 10.1559.3.103 FTF Response: 227 Entering Pass%_vz

Frame 10 (&0 bytes on wire, &0 bytes captured)
Arrival Time: Jan 13, 2008 11:44:13.844726000
[Time delta from prewvious captured frame: 0.057617000 seconds]
[Time delta from prewvious displayed frame: 0.057617000 secands)
[Time since reference or first frame: 24.266601000 seconds]
Frame Number: 10
Frame Length: &2 bytes
Capture Length: &0 bytes
[Frame is marked: False]
[Frotocols in frame: eth:ip:tcp:ifip]
[Coloring Rule MHame: TCP]
[Colaring Rule String: tcop]
- Ethernet II, Src: Xerox_00:00:00 (01:00:01:00:00:000, Dst: d4:c8:20:00:01:00 (dd:c3:20:00:01:00)
- Destination: dd4:cd:20:00:01:00 (d4:cd:20:00:01:00)
Address: dd:c3:20:00:01:00 (d4:c8:20:00:01:00)
Y+ B IG hit: Indiwidual address {unicast)
e LG bit: @lobally unigue address (factory default)
o Source: Xerow_00:00:00 (01:00:01:00:00:00)
Address: Xerox_00:00:00 (01:00:01:00:00:00)
oa1l ool ooil i ... = IG bit: Group address (multicast/broadcast)
veen wale viie weee wees swaae = LG bit: Globally unigue address {(factory default)
Type: IP (O«03007
Internet Protocol, Src: 10.159.3.103 (10.159.3.103), Dst: 212.179.1.202 (212.179.1.202)
¥ Transmission Control Protocol, Sec Port: mps-raft (17000, Dst Port: ftp (21), Seqg: 47, Ack: 55, Len: @
File Transfer Protocol (FTP)
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7
* |P Packet Example
o X
Mo, - Time Source Destination Protocal Info i
4 23.227539 1.1.1.1 127.0.0.1 UDP SDdPEE port: 33333 Destinat
L 23.838867 212.179.1.202 10,.159.3.103 FTF Response: 200 Type set to I.
6 23.857421 10.159.3.103 212.179.1.202 FTP Fequest: SIZE uploadl_193&
7 23.9960893 212.179.1.202 10.159.3.103 FTP Eesponse: 213 11028917
8 24,.012695 10.159.3.103 212.179.1.202 FTF Request: MDTM uploadl_193é&
9 242089284 212.179.1.202 10.159.3.103 FTP Eesponse: 213 20071202174050
10 24, Feeall 10.1558.3.103 212.179.7.302 FTF Eequest: FASY _ J'v'
2]
Frame 10 (&0 bytes on wire, &0 bytes captured)

Ethernet II, Src: xerox_00:00:00 (01 :00:01:00:00:007%, Dst: dd:c8:20:00:01:00 (d4:cq:20:00:01:00)

- Internet Protocol, Src: 10.159.3.103 (10.159.3.103), Dst: 212.179.1.202 (212.179.1.202)
Version: 4
Header Tength: 20 bytes
o Differentiated Serwvices Field: 0«00 (DSCP Ow00: Default; ECH: Ox00)
o000 00.. = Differentiated Serwvices Codepoint: Default (Ox000
.0 ECH-Capable Transport (ECT): O
caes aasd = ECH-CE: O
Total Length: 4a
Identification: Ox5f49 (243933
- Flags: 0x04 (Don't Fragment)
O... Reserved bit: Not set
s Don't fragment: Zet
..0. = More fragments: Mot set
Fragment offset: O
Time to live: 128
Protocol: TCP (O=0&)
- Header checksum: Oxbéfd [correct]
[Eood: True]
[Bad : False]
Source: 10.159.3.103 (10.159.3.103)
Destination: 212.179.1.202 (212.179.1.202)

¥ Transmission Control Protocol, Src Port: mps-raft (17007, Dst Port: Ttp (217,
File Transfer Protocal (FTP)

Seq: 47, Ack: 55,

Len: &
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* TCP Packet Example

= & e BEEHEXLE A¢e++saTF LB QB Wd¥EmiE| O

Filter: ¥  Expression... Clear Apply

Mo, - Tirne Source Destination Protacol Info A]
G924, AudYnd P R W I R W LU La4. 5. 105 FIF KESPONSE D 213 ZUU/ LAJAL 4uny
10 24. 266601 10.159.3.103 212.179.1. 202 FTP Request: PASW
11 24 3a1&md P13 170 1 07 1M 1540 3 103 FTE Fecnnnca: 337 Fnterdinn Daqqh[V1

| i | (2]

+ Frame 10 (60 bytes on wire, 80 bytes captured)

# Ethernet II, Src: Xerox_00:00:00 (01:00:01:00:00:007, Dst: d4:c8:20:00:01:00 (dd:c8:20:00:01:00)

# Internet Protocol, Src: 10.159.3.103 (10.159.3.103%, Dst: 212.179.1.202 (212.179.1.2027

= Transmission Control Protocol, Src Port: mps-raft (17000, Dst Port: Tip {210, Seqg: 47, Ack: 55, Len: &

source port: mps-raft (1700)
Destination port: ftp (21)
[Stream index: 1]

Sequence number: 47 (relative sequence number)
[Mext seguence number: 53 {relative sequence numberl]
Acknowl edgement number: 55 {relatiwve ack number)

Header length: 20 bytes
= Flags: Om18 (PSH, ACK)

0... .... = Congestion Window Reduced [(CWR): Hot set
.0.. .... = ECH-Echo: Hot set
a0y we.. = Urgent: Mot set
1 ... = Acknowledgement: Set
1... = Push: set
0., = Reset: Mot set

..0. = Syn: Hot set
cees ae.0 = Fin: Mot set
Window size: 16945
= Checksum: 0x8b8d [walidation disabled]
[izood Checksum: False]
[Bad Checksum: False]
= [SEQ ACKE analysis]
[This is an ACK to the segment in frame: 97
[The RTT to ACK the segment was: 0.057617000 seconds]
[Number of bytes in flight: &)
H FI1E Transter Protocol Wriry
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“ TCP 3-way Handshake

fi {Untitled) - Wireshark =2/

File Edit Vew Go Capture Analyze Statistics  Telephony Tools  Help

i (] - oy s e e
& o 8l EdX2EE AT LIEE QQQB d®Maxk| B
Filter: ¥ Expression... Clear Apply
Mo, - Time Source Deskination Prokocol Info =
1 0.000000 192.168.2. 100 10.40.41.2 ICMP Echo (ping) reguest
2 2.183304 192,168, 2. 100 10.40.41.2 ICMP Echo (ping) reguest
3 3.430100 192.168.2.100 212.150.49.10 DHS Standard guery A waww.ynet.co.il
4 3.457181 212.1580.49.10 192,168, 2.100 [ Standard query response CHAME yret.co.il.ddp.net CHAME a39.g.
5 3. .4e81602 192,765, 2. 100 212.150.49, 10 C'H tandard query A waww,. [Enowo. com I
6 3,62386 192,168, 2,100 212,143, 162,15 TP dzdaemon hite [SYN] Seg=0 Win=65535 Len=0 M55=1460 Ws=1 TS5V
7 3.728385 212,143,162,157 192,168, 2,100 TP http > dzdaemon [S¥M, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=145
2 3.728429 192,168, 2,100 212.143.162.157 TP dzdaemon > http [ACK] Seg=1 Ack=1 Win=128480 Len=0
9 3.728839 192.168.2.100 212.143.182.157 HTTP GET / HTTR/1.1
10 3.7688%96 212.143.162.157 192.168.2.100 TR http » dzdaemon [ACK] Segq=1 Ack=580 Win=694& Len=0
11 3.770703 212.143.162.157 192.168.2.100 HTTP HTTP/ 1.0 301 Mowved Permanently
12 3.772411 192.168.2.100 212.143.162. 157 HTTR GET /home/0,7340,L-8,00.htm] HTTR/1.1 [V]
[ I | (2]
Frame 5 (74 bytes on wire, 74 bytes captured)
Ethernet II, Src: IntelCor_aZ:d8:9a (00:1c:bf:a2:d8:9a), Dst: EdimaxTe_ge:2f:7d (00:0e:2e:6e:2f:7d)
# Imternet Protocol, Sro: 192.168.2.100 (192.168.2.1000, Dst: 212.150.49.10 (212.150.49.10) E;\,
User Datagram Protocol, Src Port: natuslink (2895), Dst Port: domain (53) N
Domain MName System (guery)

‘w
%’

o000 00 Oe Ze Ge 2f Ad 00 1c bf a2 d8 9a 08 00 45 00 L E.

0010 00 3c Af ea 00 OO0 80 11 2 19 <D af 02 64 dd4 96 eieaaa waaan d..

0020 31 0a Ob 4f 00 35 00 28 f5 df 9e d7 01 00 OO O1 1,050 veveunns
0030 00 0D 0D 0D QD Q0 03 77 77 77 06 6c 65 6e BF 76 ....... W, 1 enow
0040 &f 03 63 6f 6d 00 OD O1 OO0 O1 0. COfM. ..

O File: "C:\DOCUME~1yoramiLOCALS~1 Tempiwi... | Packets: 1303 Displayed: 1303 Marked: 0 Dropped: 0 Profile: Defaulk
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“* Flow Graph

» Giving us a graphical flow, for better understanding of
what we see

4] Example 001.pcap - Wireshark E]@
File Edit Wiew Go Capture Analyze | Statistics | Telephony Tools  Help
t i m B =
S @ 8 E & ¥ g summary L BB Qb dEmx B
Protocol Hierarchy
Filker: B Corversations Expression,.. Clear Apply
Mo, - Time: 8 Endpoints Destination Protocol Info
1 0.000000 Packet Lengths... 10.40.41. 2 ICMP Echo (ping) request
2 2.183304 L 10 Graphs 10.40.41.2 ICMP Echo (ping) request
3 3.430100 - 212.150.49.10 DHE Standard query A waw ynet
4 3.457181 Conversakion List ¥ 192.1/8.2.100 DHS Standard query response
T 3461602 EndpointList N 212.150.45.10 — e =
6 3.623867 E 212.143.162.157 : - g@.?
7 3.72B385 Service Response Time L4 192.168.2.100 “erEShﬂrk. Flow Grﬂph
8 3.728429 212.143. 162,157
9 3.728839 BOOTP-DHCP. .. 212.143. 162,157
10 3.7688596 Compare 192.168.2.100 ChDDSEDaEkEtS
11 3.770703 192,168, 2.100 H
12 3.772411 L= Flow Graph. . ?12.143.164.157 © Al packets:
HTTP v () Displayed packets
- 1P add
+ Frame 5 (74 bytes on wire, 74 FD ;_BSS;S
+ Ethernet II, Src: IntelCor_az: &S |na||nns... t: EdimaxTe_gef2f:7d (00:0e:) ~Hopse Flow tyvpe
5 Internet Protocol, Sre: 19z.1g 1 Protocol Types.., 212.150.49, 10] (212, 150.49. 1
# User Datagram Protocol, Src Po OMC-RPC Programs +: domain £53) {(#) General flow
+ Domain Mame System (query)
UDP Multicast Streams O ICP flow
WLAN Traffic...
Choose node address bype

> {(*) Standard sourcefdestination addresses

() Metwork source/destination addresses

[ o ] [ e
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“* Flow Graph
MEX

74| Example 001 pcap - Graph Analysis

Time 192, 165.2, 100 212,150,49,10 212,143.162,141 Comment
10,40,41.2 212.143.162,157
0,000 o Feho (pina) requegt E E E ICMP: Echo (ping) request
2183 m)ﬂd'l_ﬂ(lliﬂl)ﬂlll_f.ﬂ(m : : : ICMP: Echo (ping) request
3.430 (25[“]5]5 Standard :UEI‘ A ww 5(53] E E DMS: Standard query A v ynet.co.il
3457 (25005) - Standard QUELY FESD :(53] : : DNS: Standard query response CNAME ynet.coil.d4p.net CNAME a39.
1 1 ] 1 1
3462 {2895} Standard IUE" A ww :-[53] : ! DNS: Standard query A v lenovo.com
3.624 ,mﬂf dzdaenon > http [SY =;'I-“"3" : TCP: dzdaemon > hitp [S¥N] Seq=0 Win=65535 Len=0 M5S=1460 W |
3,728 (apccyle http > dzdaemon [SY - ! TCP: http > dzdaemon [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0M |
3.728 ,Wmf dzdaemon > http [AC =!“u“ : TCP: dzdaemon > http [ACK] Seq=1 Ack=1 Win=128480 Len=0 |
- e T T | — T
GET f HTTP/S1.1 - .
3,729 (3866). ! £ /11 *!(80) ! HTTP: GET / HTTP/1.1
3.769 (3866) - http > dzdaemon [AC 2(3 0) : TCP: hutp = dzdaemon [ACK] Seq=1 Ack=580 Win=6948 Len=0
3.771 (3866) E: HTTF‘J’ 1.0 301 MD?EEﬂ E(BD] E HTTP: HTTP/1.0 201 Moved Permanently
3,772 (335512 GET /home/0,7340,1- . (20) \ HTTP: GET /home,/0,7340,L-8 00.html HTTP/1.1
3,965 (3866) E=-, HILEP Previous 5E':|.|T:|E E(BD] E TCP: [TCP Previous segment lost] [TCP segment of a reassembled PI
3,065 (BBEE]: [TCP Dup ACK 12417 =:(BD] : TCP: [TCP Dup ACK 12#1] dzdaemon = http [ACK] Seq=1204 Ack=1
1 |_I_ ] 1 1
- cp t of .
3,966 (3866) L r: SEqMENt o alf :(BD] : TCP: [TCP segment of a reassembled PDU]
3,966 (3355]: [TCP Dup ACK 12#2] =:(BD] : TCP: [TCP Dup ACK 12#2] dzdaemon = http [ACK] Seq=1204 Ack=1
3.965 (3866) E:-, r:L":P seqment of a:r E(BD] E TCP: [TCP seqment of a reassembled PDU]
3,968 (3355): [TCP Dup ACK 12#3] =:(au) : TCP: [TCP Dup ACK 12#3] dzdaemon = http [ACK] Seq=1204 Ack=1
3,965 (2895) Eqégta“dard :UEHI' resp 5(53] E E DNS: Standard query response CNAME v lenovo.com.edgekey.net |
3.990 (3866) ;=-, [;TEP seqment of a?‘ ;(BD] E TCP: [TCP segment of a reassembled POU]
1 1 1 1 1
> > [
Save fs Close
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* Filtering Specific TCP Stream

i snif2 - HTTP Example.cap - Wireshark

BEX

+ Hypertext Transfer Protocal

File Edit Wew Go Capture Analyze Statistis Telephony Took Help
f R . a0 | B

e BEREXZE A¢+TFLEE QAQAH EBB %

Filter: ¥ Expression,.. Cleat Apply

Ha, - Time Source Destination Protocol Info ad
38 10.031657 10.115.243,30 10.114.30.180 DNS Standard query response CNAME toolbarqueries.l.google.
39 10.032397 10.114.30,180 64.233,183,99 TCP peport » http [SYN] Seq=0 Win=65535 Len=0 M35=1460 W=
40 10.035182 64.233.183.99 10.114,30,180 TCP http » peport [SYN, ACK] Seg=0 Ack=1 Win=32768 Len=0 M
41 10.035234 10.114.30.180 6d.233.183.99 TCP peport » http [ACK] Seg=1 Ack=1 Win=131400 Len=0 TSV=1
42 10.035443 10.114.30. 180 6. 237,187,598 HTTF ““nt-autodch= resh
43 10.145399 64.233.183.99 10.114.30.180 TCP Matk Packet (toggle) fck=447 Win=32768 Len=0 TSV=
44 10.312738 f4.233.183.99 10.114.30.180 TP | (D) Set Time Reference (togale) ed PDU]
45 10.312814 64.233.183.99 10.114.30.180 HTTP )]
46 10.312862 10.114.30. 180 64.233.183.99 TCP gy as Fer b 7 Ack=322 Win=131076 Len=0 T
47 10.399875 10.114.30.180 10.115.243.30 DNS i , top.do. msdes. ndi, local a
43 10,400571 10.115. 243,30 10.114.30,180 DNS Prepare a Filter b such name v

Conversation Filker 4 -’-' ;
Colorize Conversation 4 -

# Frame 42 (512 bytes on wire, 512 bytes captured)

# Ethernet II, Src: Ibm 42:c2:4d (00:09:6b:42:c2:4d), Dst: LucentTe_cficd:2c (00:30:6d:cf:cd:2cp Fallow TCP Stream

+ Internet Protocol, Sec: 10.114.30,180 (10.114.30.180), Dst: fd.233.183.39 [R4.233.183.39)

+ Transmission Control Protocol, Sec Port: peport (14493, Dst Port: http (800, Seq: 1, Ack: 1, Ly

I Follow TCP Stream

BE][X]

Stream Content
GET fsearch?client=nawvclient-autodch=6174981938&Freshness_check=41Tp-

0000 00 30 6d of cd 2c 00 09 Gb 42 c2 4d 03 00 45 00 .Om..,.. kB.M..E GrPQKEx_r_1N<avwdi qrn=qradori g=01&i e=UTF -8€ae=LTF -8&f e atures=Rank&q=i nfo : FtEp¥3 AX2F X2 FrE2Ey net ¥2Eco%2E 1%2F
gg;g E% Eg é? Zg ég (S:Ig .'Szg Eg Eg i? glj ;g ;; ?i gg ig C}r@P 4;'@ E-srgﬁiigént Mozilla 4.0 {compatible; GoogleToolbar 2.0.114.9-big; Windows P 5.1)

0030 B0 52 3a 66 00 00 01 01 D8 02 00 01 7 £3 80 77 .Rifrers uvnsss W e .

0040 he 82 47 45 54 20 2F 73 6% A1 72 63 62 3 63 Arc LGGET /5 earch?cl Cookie: PREF=ID=1al3560743a17669:TE=2:CR=1:TM=1113765996:LM=1119978279 :GM=1: 5=FNmikcGkIca345ngM; rememberme=Talse
0050 63 65 Ae 74 3d 6e A1 76 63 Ac 69 A5 Fe P4 2d 61 dent=nav client-a HTTR/1.1 200 0K

(D) File: "D:|Customers|Examples|SniF2 --- HTTP Exa... |Packets: 1646 Displayed: 1643 Marked: 0 g;ﬁgﬁcﬁ;;f”ﬁdﬂﬂ? 3 S

Content-Type: text/html

Cache-Control @ private

Server: GWS/2.1

Wia: 1.1 cachel (NetCache MNetApp/5.5R2D5), Version 2.0-Build_Linux_1336 $Date: 04/13 /2005 15:53:0038%({IwWss), 1.1
cachel (MetCache NetApp/5.5R2D5)

e
Entire conversation (767 bytes)

b

(v | O asca © escoic O Hex bump O € arrays @ Raw

Filter Qut This Stream Close
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e 8
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* Filtering Specific TCP Stream

i Snif2 --- HTTP Example.cap - Wireshark

BEX

File Edit View Go Capture Analyze Statistics  Telephomy Tools  Help
" B o 7 o | R

S el EEXSE QA +HT L IEE QAQAQB| EMWX| B

Filker{ | {tcp.skream eq 5) ¥ Expression... Clear Apply

Mo, - Tirme: Source Deskination Protaocol Infa
30 10.63230 10, 17430780 64, 233,185,009 TCP peport = http |S¥N [ Seq=0 Win=65535 Len=0 MSa=1460 Ws=|
40 10.035182 B4, 233.183.99 10.114.30.180 TCP http » peport [5YM, ACK] Segq=0 Ack=1 Win=327&8 Len=0 M
41 10.035234 10.114.30.180 64.233.183.899 TCP peport » http [ACK] Seqg=1 Ack=1 Win=131400 Len=0 T3¥=1
42 10.035443 10.114.30. 180 A4.233.183.99 HTTF GET fsearch?client=nawvclient-autodch=6174981333&freshn
43 10.145399 B4, 233.183.99 10.114.30.180 TCP http » peport [ACK] Segq=1l Ack=447 wWin=32768 Len=0 TSw=
44 10.312738 G4, 233.183.99 10.114.30.180 TCP [TCP segment of a reassembled PDU]
45 10.312814 64, 233.183.99 10.114.30.180 HTTP HTTP/ 1.1 200 OK (text/html)
46 10.312852 10.114. 30,180 64.233.183.99 TCP peport » http [ACK] Seq=447 Ack=322 Win=13107& Len=0 T
169 20.311539 B4, 233.183.99 10.114.30.180 TCP http » peport [FINM, ACK] Segq=322 Ack=44F Win=32reg8 Len
170 20.311529 10.114.30.180 64.233.183.899 TCP peport » http [ACK] Seq=447 Ack=323 Win=131076 Len=0 T
192 21.479689 10.114.30.180 64.233.183.899 TCP peport » http [FIN, ACK] Seq=447 Ack=323 Win=131076 Le
194 21.480926 B4, 233.183.99 10.114.30.180 TCP http » peport [ACK] 5eq=323 Ack=448 Win=32r83 Len=0 T%

2]

4 Frame 39 (72 bytes on wire, 78 bytes captured)

¥ Ethernet II, Src: Ibm 42:c2:4d (00:09:6b:42:c2:4d), Dst: LucentTe_cf:cd:2c {00:30:6d:cf:icd:2c)

+ Internet Protocal, Src: 10.114.30.180 (10.114.30.1807, Dst: 64.233.183.992 (64.233.183.993)

+ Transmission Contral Protocol, Src Port: peport (1449), Dst Port: http (80), Seq: O, Len: O

NI I R EIEIE EImEr e .

0010 00 40 1a 77 40 00 80 06 he ce Da 72 1e hd 40 e9 Eowd, .,

0020 b7 63 05 a9 00 50 f2 b3 c2 a2 00 OO0 OO0 OO0 bO 02 c...P.

0030 ff £f 59 3d 00 OO0 02 04 C5 b4 O1 03 03 02 01 01 =l

o040 08 0a 00 00 00 00 0D OO0 OO0 00 01 01 04 04 .. ...,

O File: "D:\Customers\ExamplesiSnif2 --- HTTP Ex@lﬁﬂﬁ Displaved: 12 Marked: 0 Prafile: Default

e —

I
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* RTP Stream Analysis

ﬁRTP Example - SIP - 02.pcap - Wireshark

BE

e 8

posTecn2020

File Edit Wiew Go Capture Analyze Statistics | Telephomy Tools  Help
B oo EEXZE ArL _ 'MNEE | Qaal @ ¥mx O
Fax T35 Analysis. ..
Filter: G5M b kpression... Clear  Apply
H.z25... —
Mo, - Tirne Saurce TA%E 3 Pratocal Infa i
906 18. 486088 78.136.20.]1  15UPMessages.., RTP PT=DynamicRTP-Type-102, SSRC=0x3030300A, Seq=33244, Time=208768161z
597 18.503502 192.168.2.1 LTE MAC... RTP PT=DyhamicCRTP-Type-102, SSRC=0x39FF6709, Seq=18855, Time=163757234Z
903 18. 517518 78.136.29.1 s , RTP PT=DynamicRTP-Type-102, SSRC=0x30303004, Seg=33245, Time=208768185: [
999 18. 532760 192.168.2.7 oo L 1CRTP-Type-102, SSRC=0x3UFF670D, Seq=18856, Time-163757258z
1000 18, 546201 78.136.29.1 - CRTP-Type-102, SSRC=0x3030300A, Seq=33246, Time=298765209:
1001 18. 56310 197.168.2.1 °°TF Stem A . = =TT, = . =Y8557, Time=1637572825]
1002 18.576173 7E8.136.209.1 SIP.. an= FT= CRTP-Tywpe-102, SSRC=0x30303004, Seq=33247, Time=208765233:
1003 18.553347 152.168.2.1 SMPP Operations. .. RTF PT=DyhnamicRTP-Type-102, SSRC=0x39FF6709, Seq=R88558, Time=1637573062
1004 18.607151 78.136.29.1  |icp Messages RTP PT=DiynamicRTP-Type-102, SSRC=0x30303004, SeqN$Z248, Time=208768257:
1005 18.622625 162,168, 2.1 voIP Calls pTD DT —Rusmamd ~DTO_Tuna_1n?  SS0r—Aw2OCCATAGD  Som—WRRE0  Tima—1A27ET2207
1006 18.637287 78.136.29.1 ° = . =
1007 18.652950 152.168,2,1  WAP-WSP.., K Wireshark: RTP Stream Analysis E]@
1008 18. 667106 78.136.20.109 162,168, 2,100 ) -
1009 18.68859220 1592.168.2.100 FE.136.259.109 Forward Direckion Reversed Direckion
1010 18,696818 78.135.29.109 192.168.2.100
© Frame 1001 (104 bytes on wire, 104 hytes caprured) Analysing stream from 192,168.2,100 pork 5004 bo 78.136.29,109 pork 6062 53RC = 0x3OFFET00 -
# Ethernet II, src: IntelCor_a2:dd:8a (00:1lc:bf:a2:dB:0%a), || parhet & |Sequence 4 [Deltaims) 4 |Fikered Jitter{ms) 4 | Skewi(ms) 4 IP BW(kbps) 9 | Marker 4 [Status 4|~
¥ Internet Protocol, Src: 192.168.2.100 (19%2.168.2.1000, Ds b |
# User Datagram Protocaol, Src Port: avt-profile-1 (50040, | 1417 19063 0.00 0.00 0.00 24,48 [Ok]
# Real-Time Transport Protocol 1419 19064 0.00 0.00 0.00 24,48 [Ok]
1421 19065 0.00 0.00 0.a0 24,45 [Dk]
1423 19065 0.00 0.00 24.45 [Dk]
1425 190 0.00 24,48 [ k]
1427 190638 0.00 0.00 0.00 24,458 [Ok]
1429 19069 0,00 0.00 0.00 4. 45 [ok]
1431 19070 0.00 0.00 0.a0 24,45 [Dk] ™
2]
May delta = 0,00 ms at packet no, 0
Maz jitker = 0,00 s, Mean jitker = 0,00 ms,
s.rable Max skew = 0.00 ms.
Tokal RTP packets = 2098 (expected 2093) Lost RTP packets = 0{0.00%) Sequence errars =10
Str‘eam BW Duration 62,85 s {0 ms clock drift, corresponding to 1 Hz (+0.00%:)
Save pavload... ” Save as CSW... ” Refresh ” Jurmp ko ” Graph ” ekt non-Ok ” Close
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POSTECTZO 20

“* Applying Filter when Capturing Packets

Kl Wireshark: Capture Filter - Profile: Default g@
-Edit —— - Capture Filter

Ethernet address 00:08:15;00:03: 15
Ethernet bype 0x0506 (ARP)

Mo Broadcast and no Mulkicast

Capture = Interfaces - Options:

Mo ARP
B Wireshark Capture Options = ||& IP only
~Captur IP address 192,165.0,1 =
Interface: Local M Intel{R) PROMWireless 3345ABG Metwork Connection (MicrosoFtE] TP I:II'I|':.-'
IP add 1 192,165.2.100
Areress » TCP only
LIDFP only

Capture packets in promiscuous mode

[ Capture packets in pcap-ng format {experimental) Buffer sizh: | 1 \% megabyte(s) TCP or UDP port 80 (HTTP)

[ Limit each packet to bytes HTTP TCP port (500 b |

[cen -] MNa ARP and na DNS vl
~_apture File(s) -Display Options—————————————

File: Update list of packets in real time ~Froperties

[] use multiple files Filker name:

Aukomatic scroling in live capture

Filker string:

Hide capture info dialog

-Mame Resolution—————————————— [0]4 ] I Cancel

Enabla MAC name resalution

~Stop Capture ...
O ... after [ Enable network name resolution
[] ... after
... after Enable transpart name resolution
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“* Applying Filter when Analyzing Packets

i Example 003.pcap - Wireshark g@
File Edit Yiew Go Capture Analyze  Statistics  Telephony Tools  Help
: = i = 7 £ [
& o el EEAXZE Ae2aTF LRI EE QA E$MMxE B
Filter: r Expression... JClear Apply
Mo, - Time Source D@stination Protocol Info i
55 47. 639995 197, 166, 2. 100 ] o e mam e FREgen (ttp |FIN, ACE [ Seq=1409 Ack=180 Win=12810
436 47.649881 192.168. 2. 100 212.143.162.152 TCP 17241 J http [5YN] Seq=0 Win=65535 Len=0 M55=14&0
487 47.666485 212.143.162.152 192,168, 2,100 TCP http 237 [5¥N, ACKE] Seq=0 Ack=1 Win=5840 Len=0
488 47.666530 192.168. 2. 10 . . . .
489 47.666393 192,168, 2. 10 iWIreshark: Filter Expression - Profile: Default E]@.%
480 47.667431 192, 168.2.10
491 47.675090 212.143.162.
492 47.675136 192.168. 2. 10 . . .
483 47 G77ERD 513 1437, 162, Field name Reelation Walue (characker string)
404 47677624 192,168, 2. 10 C Y L T Iy DN T TS LT 7] TR TRy o N TR TN 'A' .
405 47, 67FB58 192,168, 2.10 == iz present
496 47.695323 212.143.162. + Mesh - Mesh Header
497 47.697056 212.143.162. ) ==
498 47.737850 17,143,162, messagefhttp - Media Type: messagefhtkp
499 47.739896 212.143.162. _ ] 1=
500 47.FER636 212143 . 162, + Messenger - Microsoft Messenger Service
501 47.797761 192, 168. 2. 10 i =
502 47.826481 212.143.162. + MECP - Media Gateway Control Protocol
503 47.826527 152.168.2.10 <
504 47.826913 192 168. 2. 10 4 MGMT - DCE/RPC Remote Management
505 47.839189 212.143.162. o ] =
506 47.841074 212.143. 162, 4 MIKEY - Multimedia Inkernet KEYing
507 47.856460 212.143.162. ] ] i ) o=
508 47.858425 212.143.162. + MIME multipart - MIME Multipart Media Encapsulation
conkains
+ MIOP - Unreliable Mulkicast Inker-ORE Prakocal
¥ Frame 485 {54 bytes on wire, 54 bytes captured) ] B matches
4 Ethernet II, Src: IntelCor_aZ:d&:9a (00:1c:bf:az:d + MIPv6 - Mabile IPvE | Mebwork Mabilicy
+ Inter‘mt:t E‘mtaco] , Src: 192.168.2.100 (1922.168.2.1 T MMS - MMS
+ Transmission Control Protocol, Src Port: 17231 (17
0000 00 Qe 2e 6e 2F 7d 00 1c bf az d8 9a 08 00 45 O + MMSE - MMS Message Encapsulation
0010 00 28 94 52 40 00 80 06 2c 49 o0 ag 02 &4 d4 §
0020 a? 98 43 4f 00 50 bé dé  ad 44 ed 7c Of 5F 50 1 + Mohile IP - Mabile IP
0030 fa 32 &3 d5 0D OO
+ Modbus/TCP - Modbus/ TCP ™ Riange (offset:length)
O l I Cancel
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Examples:

= Capture only traffic to or from IP address 172.18.5.4

e host 172.18.5.4

Capture traffic to or from a range of IP addresses

* net 192.168.0.0/24

« net 192.168.0.0 mask 255.255.255.0

Capture traffic from a range of IP addresses

e src net 192.168.0.0/24

e src net 192.168.0.0 mask 255.255.255.0

Capture traffic to a range of IP addresses

e dst net 192.168.0.0/24

e dst net 192.168.0.0 mask 255.255.255.0

Capture only DNS (port 53) traffic

e port 53

Capture non-HTTP and non-SMTP traffic on your server
* host www.example.com and not (port 80 or port 25)

* host www.example.com and not port 80 and not port 25

e 8

POSTECTZOZO
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» Examples:

= Capture except all ARP and DNS traffic
e port not 53 and not arp
Capture traffic within a range of ports

e (tcp[2:2] > 1500 and tcp[2:2] < 1550) or (tcp[4:2] > 1500 and
tcp[4:2] < 1550)

e tcp portrange 1501-1549
= Capture only Ethernet type EAPOL
» ether proto 0x888e
= Capture only IP traffic
(the shortest filter, but sometimes very useful to get rid of lower layer
protocols like ARP and STP)
) |p
Capture only unicast traffic

(useful to get rid of noise on the network if you only want to see traffic
to and from your machine, not, for example, broadcast and multicast
announcements)

* not bhroadcast and not multicast
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“» Save only displayed packets

kd Example 006.pcap - Wireshark

[~ Qpen...

Merge...
H Qose

File Edit Wiew Go

Cpen Recent

Capture  Analyze

Telephony  Tools  Help

who | (@B |0, @ 3 FLI|BEE| QQQ

3

¥ Exp Wireshark: Save file as

e 8

posTecn2020

Bl
&

Chrl4H

Source [

E Save As...

198,768, 2,100 |
2le. 239,122,164 1

Shift-+Ckrl+5

File Set
Export

Print...

Do

Quit

3

»
Chrl+P

CrH

L3R2222
L679111
L 679917
LB79992
189987
.3146389
. 314945
. 815018
. 800375
044583
L185719

Frame 1335 (78 bytes an wire,
Ethernet II, Src: IntelCor_az:dg:%a {D0:lc:bf

7& bytes captur‘f]d)

T TREVE. 100 :
192.168.p.100 :
216.2359.022.164

az:d@:9a), Dst: E

N

Save i | I Freeware j &k EE-
3 #L Example 001
¥ Example 002
My Recent | Example 003
Documents oL Example 004
@ U Example 005
#L Example 006
Desktop ¥E Example 006a
I #L Example 010 --- Ping worm attack
My Documents
ky Computer
. File name: | j Save |
by Metwark Save as type: |Wileshalk£tcpdump£... - ibpeap [* poap;™ cap) ﬂ Cancel
Places
Help
Packet Range
(" Captured " Dizplayed
v Al packets 23
(" Selected packet 1
~
~

" Range: i]




Saving and Manipulating Packets (2/3)

“ Export to CSV file

4] Example 006a.pcap - Wireshark

el g

POSTECTZO 20

B}

Fil=  Edit ‘“ew Go Capture Analyze Statistics  Telephony Tools  Help
= gpen.. aol@B e s9T 2B
N ; —
Gpen Recent I Wireshark: Export File
Merge. ..
¥ Close CEFlW Save in: I@ Freeware j = ¥ B
- Source -~
% 19216, 2. 10 f 2}
) 2la. 239,122, My Recent
[ save as... Shift-+CErl+3 192.168.2.10)  Documents
192.168.2.10
File Set r 2la. 239,122,
- Desktap
Excport L4 File. ..
=, Print... tr|+P . .
Ql:u]ects My Documents
gl Cuik 4 2la. 239,122,
= 192,168, 2. 10 @
13 24.122928 192.168.2.10
14 24.439817 216.239.122,| My Computer
15 24.440623 216,239,122,
My Network. f LS 0062 01 -
ile name: > I a0
Save az type: ICSV [Comma Separated Yalues summary] [*cs *
— Packet Flange - Facket Format
* Captured  { Displayed ¥ Packet summan line
+ Al packets 23 23 ¥ Packet details:
¢ Selected packet i 1 Iﬁ
" Marked packets 0 0
" Firat o last marked 0 0 | Paciei Byie
o Hange:l 1] 0

I Each packet on anew page

Save

Canhcel

Help

i
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“* Exported CSV File

e 8

posTecn2020

No.|Time Time Variation |Source Destination Protocol [Info

110 0 192.168.2.100  |216.239.122.164 (TCP 27837 » hitp [SYN] Seq=0 Win=65535 Len=0 M55=14B0 W3=1 T3Y=0 TSER=0
2 (0226724 (0.226724 216238122 164 192.165.2.100  |TCP hitp » 27837 [SYN, ACK] Seq=0 Ack=1 Win=8190 Len=0 M55=1380
3 |0.226772 |(4.8E05 192.168.2.100  |216.239.122.164 (TCP 27837 = hitp [ACK] Seq=1 Ack=1 Win=65535 Len=0

4 (0227146 [0.227098 192.168.2.100  |216.239.122.164 [HTTFP  |GET fith.jng HTTR/ .1

f |0.700674 (0473576 216.239.122 164 [192.168.2.100  [HTTP  |HTTP/.1 200 OK (JPEG JFIF image)

B |0.883533 |0.409957 192.168.2.100  |216.239.122.164 TCP 27837 = hitp [ACK] Seq=643 Ack=767 Win=64769 Len=D

7 (1161312 [0.751355 216.239.122.164 (192.168.2.100 [HTTP  |[TCP Retransmission] HTTP/1.1 200 OK {JPEG JFIF image)

g8 [1.161361 |0.410006 192.168.2.100  |216.239.122.164 (TCP [TCP Dup ACK B#1] 27837 = hitp [ACK] Seq=643 Ack=7E7 Win=64769 Len=0
8 [16.211463 [15.801462 192.168.2.100  |216.235.122.164 |HTTP  |GET /ith.jpg HTTP/ 1

10 |16.452024 10.650562 216238122 164 192.168.2.100  |TCP [TCF segment of a reassembled PDL]

11 |16.452343 |15.801781 216.239.122.164 [192.168.2.100  |HTTP  [HTTRA.1 200 Ok [JPEG JFIF image)

12 |16.452417 |0.650636 192.168.2.100  |216.239.122.164 [TCP 27837 = hitp [ACK] Seq=1539 Ack=1533 Win=65535 Len=0

13 24122925 |23.472292 1921682100 |216.239 122 164 |HTTP | GET Jith jpg HTTPA 1

14 |24.435817 10.967525 216238122 164 192.168.2.100  |TCP [TCP segrment of a reassembled POU]

16 |24.440623 |23.473098 216.239.122.164 [192.168.2.100  [HTTP  |HTTP/A.1 200 QK (JPEG JFIF image)

16 |24.4406095 0.9676 192.168.2.100  |216.239.122.164 (TCP 27837 » hitp [ACK] Seq=2384 Ack=2293 Win=64763 Len=0

17 132.950693 |31.983093 192.168.2.100  |216.239.122.164 [HTTFP  |GET fith.jng HTTR/ .1

18 |33.575345 |1.592252 216,239 122 164 192.168.2.100  |TCP [TCP segment of a reassembled PDU]

19 |33.575651 |31.983399 216.239.122 164 [192.168.2.100  [HTTP  [HTTP/.1 200 OK (JPEG JFIF image)

20 (33575724 [1.592325 192.168.2.100  |216.239.122.164 (TCP 27837 » hitp [ACK] Seq=3269 Ack=3065 Win=65535 Len=0

21 (34561085 [32.96876 192.168.2.100  |216.239.122.164 |HTTP  |GET /b.gif HTTPA 1

22 [35.806289 (2.836529 216.239.122.164 [192.168.2.100  [HTTP  |HTTR/.1 200 Ok (GIFE34)

23 (35546425 (33.109896 192.168.2.100  |216.239.122.164 [TCP 27837 = http [ACK] Seq=4080 Ack=3567 YWin=B5033 Len=0
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“ Protocol Hierarchy

“ Wireshark: Protocel Hierarchy Statistics g@
Display filker: none
Protocol % Packets Packets Bwtes  |Mbitfs |End Packets End Bytes End Mbit)'s
‘= Frame 100,00 % | 1276 385508 0.030 i 0 0000
=l Ethernet 100,00 % | 1276 385508 0,030 0 0 0,000
= Inkernet Protocol 99,69 % I 1272 385340 0,030 0 0 0.000
Internet Control Message Prokocol J 8,23 Y 105 770 0,001 105 77 0,001
=l ser Datagram Protocol J 4.56 % 62 11029 0.001 1] o 0.000
Simple Metwark Management Protocol ] 1.57 % 20 1825 0,000 z0 1525 0,000
Bookstrap Protocol | 0,31 %% 4 1864 0,000 4 1564 0,000
MetBIOS Mame Service | 0.24 % 3 276 0,000 3 276 0.000
Domain Mame Service | 2.66 % 34 6922 0.001 34 = Yoy 0,001
[ata | 0,08 % 1 142 0,000 1 142 0,000
= Transmission Conkral Protocol 86,60 ¥ I_ 1105 366541 0.025 655 149347 0.011
Paost OFfice Protocol J 1.41 %% 15 1456 0,000 15 1446 0.000
= Hypertext Transfer Protocol | [mezw 423 215708 0.017 335 188597 0.014
Line-based text data | 227 % 29 21877 0,002 29 21877 0,00z
JPES File Interchange Format | 0.03 % 1 39 0.000 1 29 0,000
extensible Markup Language | 0.39 % 5 2730 0.000 5 2730 0,000
Media Type | 0,16 % 2 1160 0,000 Z 11a0 0.000
Compuserve GIF | 0,31 %% 4 12535 0,000 4 1235 0,000
#ddress Resolution Protocal | 0.31 % 4 165 0.000 4 168 0.000




Packet Statistics (2/8)

*»» Conversation
» Traffic between two specific endpoints

i Conversations: (Untitled)

=/ojes

e 8

POSTECTZO 20

Ethermet: ¢ TCP: 79 LDP: 23
IPw4 Conversations
Address A Address B Packets - Bytes | Packets A-»B | Bykes A-=B | Packets 4<-B | Bytes A=<-B | Rel Start Dr atior
192,1658.2,100 255,255,255,255 1 142 1 142 0 0 96,354833000 0,0000
192,1658,2,101 255,255,255,255 2 654 2 654 0 0 47852757000 3.0721
192,168.2.1 255,255,255,2558 2 1180 2 1180 0 u} 47, 857905000 3,0722
192,168.2,100 212.143.162,144 10 2194 6 g15 4 1379 G57.473054000 65,0587E
192,1658.2,100 212,179,31.90 10 1342 6 971 4 371 91.655266000 60,9112
62,90,102,31 192,165.2.100 10 1373 4 441 B 932 91.660203000 60,9179
192,168.2,100 212,150,22.226 10 1327 & 956 4 371 01.732692000 60,5200
192,168.2,100 212,150,236,220 10 1470 6 931 4 459 91, 742363000 60,8122
192,1658.2,100 212,179.55.54 10 1725 6 954 4 771 92,287214000 Z2,4954
52.80,235,109 192,165.2,100 11 1282 5 440 6 i 91646645000 60,9214
10.12.44.2 192,168.2.100 12 588 & 444 6 444 31.421001000 164,384
10,10.10.2 192,1638.2,100 12 fatata] 6 444 6 444 31.531676000 164,804
10,12.20.2 192,1638.2,100 12 fatata] 6 444 6 444 5.250457000 164,522
10.31.68.1 192,168.2,100 12 585 6 444 6 444 S.5758447000 164,631
10,100,102,2  192,165.2.100 12 fatata] 6 444 6 444 17.658674000 164,367 (4|
2]
Mame resolution [ Limit ko display Filker
| With some manipulation
A B © 1] E F €] H | J K L
1 |Address A |AddressB  |Packets |Bytes |Packets A->B |Bytes A>B [Packets A<-B |Bytes A<-B |Rel Start |Duration [bps A->B |bps A<B
2 1010101 (101583103 |2 124 |0 0 i 124 () 420039 |NIA 2362
3 1111 10.159.3.103 |2 12010 0 2 120 2449414 11885 WA 807.76
4 1111 127001 4 248 |4 248 0 0 107136867 149614 [13243  |[NA
5101593103 [ 2121791 202 |491 458158 | 185 10643 206 447515 23 216796 154082 552588 23235154




Packet Statistics (3/8) rebat,
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% 1/0 Graph

i Example 005.pcap - Wireshark g@
File Edit Yiew Go Capture Analyze Statistics  Telephony  Tools  Help
B e EXSE A+ T L (BB Qi d@MxX| O
Filter: ¥ Expression... Clear Apply
Mo, - Time Source Destination Protocol Info b
250 LW auE e 13 100 Su LY o R I e SR Y T R I I-r SEFIF 2 TILLP |ACK | 2EY=L A
579 10.009274 192.168.2.100 212.143.162.151 HTTP GET /7/1948/5064 /0001 /prd
580 10.014128 212.143.182.151 192.168.2.100 TCPR http » 27742 [S¥N, ACK] Se
581 10.014166 192.168.2.100 212.143.162.151 TCR 27742 » http [ACK] Seg=1 A
582 10.014376 192.168.2.100 212.143.162.151 HTTP GET /7/1948/5064 /0001 /prd
583 10.016301 212.143.162.151 192.168.2.100 TCP http » 27743 [S¥N, ACK] Se
584 10.016338 192.168.2.100 212.143.162.151 TCR 27743 » http [ACK] Seg=1 A
585 10.016490 192.168. 2. 100 212.143.162.151 HTTP GET /7/1948/5064 /0001 /prd
586 10.025271 212.143.162.151 192.168.2. 100 = - - %
587 10.025304 192.168. 2. 100 212.143.162. Ul Wireshark 10 Graphs: Example 005.pcap E]@.
588 10.025590 192.168. 2. 100 212.143.162.
580 10.033450 192.168. 2. 100 212.143.162. r—s00
590 10.037925 212.143.162.136 192.168.2.10 r
591 10.038893 192.168. 2.100 212.143.162. -
592 10.075765 212.143.162.136 192.168.2.10 L
593 10.0F77886 192.168. 2.100 212.143.162.
594 10.105222 212.143.162.136 192.168.2.10 I
595 10.105283 192.168.2.100 212.143.162. — 250
596 10.105653 192.168. 2. 100 212.143.182. L
597 10.114835 212.143.162.136 192.168.2.10 |
598 10.114661 192.168.2.100 212.143.162.
599 10.114797 192.168. 2. 100 212.143.182. I
&00 10.137339 212.143.162.136 192.168.2.10 u
601 10.138715 212.143.162.136 192.168.2.10 . I . . | ] : | . . I : . | . i}
602 10.138757 192.168. 2. 100 212.143.162. | | | | | | |
603 10.138860 212.143.162.136 192.168.2.1m Os 0% 405 iz s 100s
604 10.163231 192.168.2.100 212.143.162.
* Axis
Skyle: | Line w ||| Tick inkerwal:| 1 sec W
Skyle: | Line + | | | Pizels per tick: 5 W
Style: | Line | ||| [ Wiew as time of day
Skyvle: | Line e | | s
| | Unit: Packets|Tick | v
Style: | Line w n ackets(Tic i
" || Scale: Auto v
[ Help ] [ Copy l Save l [ Close




. . Graphs ¥ Bixis
P a-C k et St a-t I S t I C S (4/8) raphl Calar Style: | Line » | || Tick inkerval:| 1 sec w
Calar Style: | Line » ||| | Pixels per kick: S W
Style: | Line | ||| [ View as time of day
= . Color Style: | Line ag | Ais
0:0 CO nf| g U rab | e Op“ oONns s e (ol |t | edetsrk [+
Scale: Auka v
u I/O G rap hS [ Help l [ Copy ] [ Save ] [ Close

« Graph 1-5: enable the specific graph 1-5 (graph 1 by default)

» Filter: a display filter for this graph (only the packets that pass
this filter will be taken into account for this graph)

« Style: the style of the graph (Line/Impulse/FBar/Dot)
= X AXis
* Tick interval: an interval in x direction lasts
(10/1 minutes or 10/1/0.1/0.01/0.001 seconds)
» Pixels per tick: use 10/5/2/1 pixels per tick interval

* View as time of day: option to view x direction labels as time of
day instead of seconds or minutes since beginning of capture

= Y AXIS

* Unit: the unit for the y direction
(Packets/Tick, Bytes/Tick, Bits/Tick, Advanced...)

o Scale: the scale for the y unit
(Logarithmic,Auto,10,20,50,100,200,...)



Packet Statistics (5/8) b,
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 TCP Stream Graph

& snif1 --- File copy from other side.cap - Wireshark E]@
File Edit Yiew Go Capture Analyze | Stakistics | Telsphony Tools  Help
S e BE & X §P summary BBl Qe d$Emx
Protocol Hierarchy
Filters | (kcp.stream eq 0} B Conversations Expression... Clear Apply
Mo, - Time & Endpoints Destination Protocol Info b
762 0.132867 Packet Lengths... 192.168.1.102 TCP [TCP segment of a reassembled PDU]
763 0.132992 lea IO Graphs 192.168.1.102 TCP [TCP segment of a reassembled PDU]
Fed 0.133116 - 192.168.1.102 TP [TCP segment of a reassembled PDU]
766 0.133247 Conwersation List » 192.168.1.102 TCP [TCP segment of a reassemhled PDU]J
767 0.133258 - L 192.168.1.102 SMEB Eead fmndx Response, 61440 bytes
768 0.133265 Endpeink List r 192.168.104.77 TCP paradym-31port » microsoft-ds [ACK] Seq=883 Ack=5686944 Win:
7E9 0.133272 Service Response Time 4 192.168.104.77 TCP paradym-31port = microsoft-ds [ACK] Seq=883 Ack=RE9564 Win:
770 0.133281 192.168.104.77 TP paradym-31lport » microsoft-ds [ACK] 5Seq=883 Ack=892784 Win:
T 0.1343 BOOTP-DHCP. .. 107, 168, 104, TCF paradym-s1port » microsott-ds |ACk | Seq=8e3 ACk=605704 Win
773 0.139299 Compare. .. 192.168.104.77 SME Read AndX Request, FID: Ox8003, 61440 bytes at offset 1747
Frd 0.140539 L4 A h 192.168.1.102 TP [TCP segment of a reassembled PDU]
775 0.140661 Flows Graph... 192.168.1.102 TCP [TCP segment of a reassembled PODU]
776 0.140785 HTTP » 192.168.1.102 TCP [TCP segment of a reassewhled PDU]
77 0.140909 P Addresses, . 192.168.1.102 TP [TCP segment of a reassembled PDU]
778 0.141033 T 192.168.1.102 TCP [TCP segment of a reassemhled PDU]J
779 0.141155 IF Destinations. .. 192.168.1.102 TCP [TCP segment of a reassembled POU]
780 0.141282 IP Protocol Tvpes. .. 192.168.1.102 TP [TCP segment of a reassembled PDU]
781 0.141293 ONC-RPC Progras 192.168.104.77 TCP paradym-3iport » microsoft-ds [ACK] Seq=946 Ack=693807 Win:
782 0.141411 D A Trn T h ! [TCP segment of a reassembled PDU]
783 0.141421 TCR Stream Graph Round Trip Time Grap | paradym-31port » microsoft-ds [ACK] Seq=946 Ack=FO1727 Win:
Fad 0.141538 UDP Multicask Streams Throughput @raph | [TCP segment of a reassewhled FDU]
785 0.141663 WLAK TrafFic, ., Time-Sequence Graph {Stevens) | [TCP segment of a reassembled PDU]
76 0.1417a3 Time-5 Graph (teptrace) | [TCP segment of a reassembled PDU]
FEF 0.141908 1592.168.104.77 ME-3BQUENCE L 3ph LECpErace | [TCP segment of a reassembled POU]
728 0.142035 192.168.104.77 192.168.1.102 TP [TCP segment of a reassembled PDU]
789 0.142048 192.168.1.102 192.168.104. 77 TP paradym-3iport = microsoft-ds [ACK] Seq=946 Ack=r04647 Win:
790 0.142053 192.168.1.102 192.168.104. 77 TP paradym-3iport = microsoft-ds [ACK] Seq=946 Ack=FOF567 Win: =
el n R RS T B e - =] AN 4890 4 AnT AN 4E9 10A 77 TN i 71 emnt v s e A T ChAaanAE 0~ o TARAST LS A
>
+ Frame 771 {60 bytes on wire, &0 bytes captured)
+ Ethernet II, Src: Intel_dc:cc:89 (O0:d0:bF:dc:cc:89), Dst: Intel_Ze:32:a9 (0O0:90:2F:2e:32:a9)
+ Internet Protocol, Src: 192.168.1.102 (192.168.1.102), Dst: 192.168.104.77 (192.168.104.77)
¥ Transmission Control Protocol, Src Port: paradym-31lport (18647, Dst Port: microsoft-ds {4457, Seq: 283, Ack: 695704, Len: O
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posTecn2020

“* Round-Trip Time Graph

B ICF Graph 32 5mil7T --- Frle Ccopy omm ol side.cap 172168, [N T= A
ATT[:] R Trip Tine & adl
C.C35 —_
L350 —_
i % RTT Vs. Sequence numbers gives us the time that take
r.r=5—
] to Ack every packet.
o ] ' % In case of variations, it can cause DUPACKs and even
] Retransmissions
7 % Usually will happen on communications lines:
L.L1%
i ' Over the Internet
. : . Over cellular networks
C.COo l
I I I I I I | I |
1000 23C0 000 +00C 1] [l [w] Foan caoo
Sequence Nurrber| B




el g

posTecn2020

Packet Statistics (7/8)

“* Time / Sequence Graph

Tine/Sequence Graph

Seq No [B]
&000 —|
7000 —| :
. % Time / Sequence representes how sequence numbers
| advances with time
conn — % Inagood connection (like in the example), the line will
1 i be linear
won— % The angle of the line indicates the speed of the
1 i connection. In this example — fast connection
3000 — :oi
2000 — :
1000 — :
Time [Sec]
T T [T
1 2 3 4 3 3] 7 =] 9 10 11 1z
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“* Time / Sequence Graph

Seq No [B] Time/Sequence Graph
3000000 — ' !
- M '
2500000 — ‘.!
] I
2000000 — !
. ' !
- |
] f % In this case, we see a non-
1500000 — ( contiguous graph
»
i N % Can be due to:
!
_ N
— | Severe packet loss
] j Server response (processing)
. [ time
500000 — l
i |-
_ " Time [Sec]
T T T T T T T T T T T T T T T T T T T T T
10 20 30 40 =] 60 70 a0 a0 100 110 120 130 140 150 160 170 150 190 200




Colorizing Specific Packets (1/4) b=,

POSTECTZOZO

< Packet Colorization
» Colorize packets according to a filter
= Allow to emphasize the packets interested in

= Alot of Coloring Rule examples at the Wireshark Wiki
Coloring Rules page at We want fo watch a

http://wiki.wireshark.org/ColoringRules specific protocol through
out the capture file

Mo, - Time Source Destination Prokocal Info
b I A TaTaTATATAY o i O = e e 1 o il | 20 57 =] Crbn Framn Forsct ~ —
2 0. 00L0Fs 172.1a.5.14 17,101 224 DCERPC Feguest: call_id: 300 opnum: 2 ctx dd: O
3 0.0025838 172.16.1.224 172.16.3.14 DCERPC  Response: call_id: 395 ctx_id: O
< U.US 705 i BT I I M W) Lis. 10, 2. 230 L CUrre a0 rorr o IIUII!I'II '= Lrdrnrre
5 0,005001 172.16.2.236 172.16.1.20 TCP netview-aix-12 » http-alt [ACK] Seqg=1l Ack=1461 win=864240 Len=0
6 0.005134 172.16.1. 20 172.16.2.236 HTTF Continuation or non-HTTRP traffic
7 0.005A58 172.16.1.20 172.16.2.234 HTTP Continuwation or non-HTTFP traffic
8 0.0057%0 172.16.1.20 172.16.2.2364 HTTP Continuwation or non-HTTP traffic
S 0. 005906 172.16.2.236 172.16.1. 20 TCP netview-aix-11 > http-alt [ACK] sSeq=l Ack=2045% win=84240 Len=0
10 0006231 172.16.1. 20 172.16.2. 236 HTTF Continuation or non-HTTR traffic
11 0. 006253 172.16.1.20 172.16.2.236 HTTF Continuation or non-HTTR traffic
12 0.006444 172.16.2.236 172.16.1.20 TCP netview-aix-11 > http-alt [ACK] Seq=1l Ack=4097 wWin=64240 Len=0
13 0.006826 172.16.1.20 172.16.2. 236 HTTF Continuation or non-HTTR traffic
14 0.006962 172.16.1. 20 172.16.2.236 HTTF Continuation or non-HTTP traffic
15 0,007079 172.16.2.236 172.16.1.20 TCP netview-aix-11 » http-alt [ACK] Seqg=1l Ack=6145 win=864240 Len=0
16 0007221 172.16.3.129 172.16.201. 60 ICMP Echo (ping) reguest
17 0.007951 172.16.1.20 172.16.2.234 HTTP Continuation or non-HTTP traffic
18 0.007%972 64.236.34.57 172.16.2.21% TCP http » metasage [ACK] sSeq=l Ack=l win=4096 Len=0
1% 0. 008068 172.16.1.20 172.16.2.2364 HTTP Continuation or non-HTTFP traffic
20 0.008263 172.16.1. 20 172.16.2. 236 HTTF Continuation or non-HTTR traffic
21 0.008279 172.16.1.40 172.16.2.5 TCP ov-us > radmin-port [PSH. ACK] Sec=1l Ack=1l Win=16306 Len=14 hal




Colorizing Specific Packets (2/4) b=,

Posn-:cTZOZO

File Edit Wew Go Capture Analyze Statistics  Telephony  Tools  Help
oW EEX@E A¢snTL(EE QAR FDB % B
Filter: ¥ Egpression... Clear Apply
Mo, - Tirne Source Destination Protocol Irfo
1 0.000000 172.16.2.255 172.17.220. 62 ICMP Echo (ping) reguest
2 0. 001075 172.16.5.14 172.16.1. 224 DCERPC RenesT = call Ad: 395 nonom: 2 ctx_djd: O
3 0.002828 172.16.1.224 172.16.3.14 DZERPC Mark Packet (toggle) tx_id: 0
4 0,004758 172.16.1.20 172.16.2.2348 HTTF T ) traffic
5 0.005001 172.16.2.236  172.16.1.20 TCP ) Set Tme Reference (toggle) t [ack] seq=1 Ack=1461 win=64240 Len=0
6 0.005134 172.16.1.20 172.16.2.236 HTTP Apply as Filter traffic
7 0.005658 172.16.1.20 172.16.2.2348 HTTF i traffic
8 0.005790 172.16.1.20 172.16.2.236 HTTP Prepare a Filter traffic
9 0.005906 172.16.2.236 172.16.1.20 TCP Fark] Sen=1 ack=2M49 Win=64240 Len=0
10 0.008231 172.16.1.20 172.16.2.2348 HTTF Colorize Conversation Ethernet 4
11 0.005253 172.16.1.20 172.16.2.236 HTTF biz] »
12 0.006444 172.16.2.236 172.16.1.20 TCP vl .
13 0.006826 172.16.1.20 172.16.2.236 HTTP Follow TCP Stream [ wce Color 1
14 0. 008962 172.16.1.20 172.16.2.236 HTTF = Color 2
15 0.007079 172.16.2.236 172.16.1.20 TCP s Color 3
16 0.007221 172.16.3.129 172.16. 200, 60 ICMP . nior
17 0.007951 172.16.1.20 172.16.2.236 HTTF Copy traffic 4 Color 4
18 0.007972 04,236, 34,97 172.16.2.219 TCP %2 Decode 4 q=1 Ack=1l win=4095 LU + Colors
159 0. 008068 172.16.1.20 172.16.2.236 HTTP % LBCOCE AS.. traffic nior
20 0.008263 172.16.1.20 172.16.2.234 HTTF = Print... traffic & Calor g
21 0.008279 172.16.1.40 172.16.2.4 TCP Shaw Packet in Mew Window . ACK] seo=1l ack=1 © Color 7 bl
+# Frame 2 (198 hytes on wire, 198 bytes captured) . Colorn
+ Ethernet II, Src: 3com_74:5a:2b (00:50:da:74:5a:2h), Dst: Cisco_07:a2:hb0 (00:0c:85:07:a2:h0)
# Internet Protocol, sre: 172.16.3.14 (172.16.3.14), Dst: 172.16.1.224 (172.16.1.224) * Color 9
+ Transmission Control Protocol, Src Port: writesrw (133470, Dst Port: alta-ana-Im (13463, seq: 1, Ack: 1, Len: ®  Color 10
+ DCE RPC Request, Fragment: Single, FraglLen: 144, Call: 395 Ctx: 0
% Mew Coloring Rule...
0000 00 0c 85 0F a2 ho 00 S0 da 74 %Sa 2bh 08 00 45 00 L...... P .TZ+..E.
0010 00 h8 58 74 40 00 80 06 44 hd ac 10 03 0e ac 10 P of - T o TR
0020 01 e0 05 36 05 42 9a 8d a4 aZz 49 a0 ce 05 50 18 v B.B.. L I P
0030 fa 90 Of <3 00 OO0 05 00 00 03 10 00 00 00 90 00 ... es venrennn
0040 10 00 8b 01 00 00 52 00 00 00 00 00 02 00 00 00 L..... = -
[aTalNal LT T L T =" oC e Ad £ = R e T 1 D K e B T et = T el B A T | LI N L-— J
0 File: "D:\CustomersiMivtachimiSnif4 --- Center-... | Packets: 11108 Displayed: 11108 Marked: 0 Profile: Default




Colorizing Specific Packets (3/4) b=,
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File Edit Wiew Go Capture Analyze Statistics  Telephony Tools  Help
S &l 8 EEAXZE Ae*2TLIEE Qb @®Mx| B
Filter: ¥  Expression... Clear Apply
Mo, - Time Source Destination Protocol Info
1 0.000000 172.16.2.255 172.17.220.62 ICMP Echo (ping) reguest
2 0.001075 172.16.3.14 172.16.1.224 DCERPC  Reguest: call_dd: 395 opnum: 2 ctx_dd: 0O
3 0.002858 172.16.1.224 172.16.3.14 DCERPC  Response: call_dd: 395 ctx_id: 0
4 0,004758 172.16.1.20 172.16.2.238 HTTF Continuation or non-HTTP traffic
5 0.005001 172.16.2.236 172.16.1.20 TCP netview-aix-12 > http-alt [Ack] Seqg=l aAck=1461 win=564240 Len=0
6 0.005134 172.16.1.20 172.16.2.236 HTTP Continuation ar non-HTTP traffic
0. 0050608 172.16.1.70 172.18.2.236 HTTF Continuation or non-HITP trattic
8 0.005790 172.16.1.20 172.16.2.2364 HTTP Continuation ar non-HTTP traffic
B 0.005905 172.16.2.236 172.16.1. 20 TCP netview-aix-11 > http-alt [AcCKk] Seg=l Ack=2049 win=584240 Len=0
10 0. 006251 172.16.1.20 172.16.2.2368 HTTP Continuation or non-HTTP traffic
11 0. 006253 172.16.1.20 172.16.2.2364 HTTP Continuation aor non-HTTP traffic
12 0.006444 172.16.2.236 172.16.1.20 TCP netview-aix-11 > http-alt [Ack] Seg=l Ack=40%7 win=864240 Len=0
15 0.006826 172.16.1.20 172.16.2.236 HTTP Continuation or non-HTTP traffic
14 0.006962 172.16.1.20 172.16.2.236 HTTP Continuation ar non-HTTP traffic
15 0.007079 172.16.2.236 172.16.1.20 TCP netview-aix-11 > http-alt [ack] sSeq=l Ack=56145 win=64240 Len=0
1a 0.007221 172.16.3.129 1721620060 ICMP Echa (ping) reguest
17 0.007951 172.16.1.20 172.16.2.238 HTTF Continuation or non-HTTP traffic
18 0.007972 64.236.34, 97 172.16.2.21% TCP http > metasage [ACK] Seqg=l ack=1l win=409& Len=0
19 0. 008068 172.16.1.20 172.16.2.236 HTTP Continuation ar non-HTTP traffic
20 0.008263 172.16.1.20 172.16.2.238 HTTR Continuation or non-HTTP traffic
21 0.008279 172.16.1.40 172.16.2.5 TCP ov-us > radmin-port [PSH. ACKT Seo=1 Ack=1l win=16306 Len=14 [
# Frame 7 (1514 bytes on wire, 1514 bytes captured)
+# Ethernet II, Src: Cisco_07:a2:b0 (00:0c:85:07:32:007, Dst: 3Com_2l:5a:ee (00:04:76:21:5a:e8)
# Internet Protocol, src: 172.16.1.20 (172.16.1.200, Dst: 172.16.2.236 (172.16.2.236)
# Transmission Control Protocol, src Port: http-alt (BO80), Dst Port: netwiew-aix-11 (1671), seg: 1, Ack: 1, Len: 1480
# Hypertext Transfer Protocol
Qooo 00 04 F6 21 S5a ee 00 Oc 85 OF a2 b0 08 00 45 00 LT E.
0010 0% dc da 91 40 00 Fe 06 <O 69 ac 10 01 14 ac 10 R - s I
00z20 02 ec 1f 90 06 87 63 1c 76 33 75 66 1bh 04 50 10 ...... c. w3iuf..P.
o030 Ff £f €8 <O 00 00 09 09 09 09 09 09 3C 74 72 38 .. ...... PR o 4
0040 3c 74 &4 Z0 68 65 A9 A7 A8 P4 3d 22 33 22 3e 3cC <td heig ht="3">< =
[aTaLNal 2F FA A T T~ I TFAOTT o el B e e e I B Al B el a1 P ol e R o E S
° File: "D\ Courses\Freeware|Example 016.cap” 4... | Packets: 11108 Displaved: 11108 Marked: 0 Profile: Default
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v TLS Connection Establishment

= e BEEXE Qe T L BB QQAQD| @MEMK| B
Filker: ¥ Expression... Clear Apply
Ma. - Time Source Destination Pratacol Infa
1 0.000000 167,168, 2.100 15565 100,151 ICP Source port: 64064 Dest'lnatmn QorT: 5ip ]
G el petimrimpte e e T icizb = naEer e Bl
3 1.709465 192.168.2.100 130.94,.88.125 TCP Tv-jc = https [SYN] Seg=0 'w"ln 65535 Len=0 mM35=1460 ws=1 TSw=0 TSER=
4 2.001023 130.94,88.123 192,168, 2.100 TCP https = Tw-jc [S¥M, ACK] Seq=0 Ack=1l wWin=5840 Len=0 MSS=1460 WS=2
5 2.001077 192,168, 2.100 130.94,88.123 TCP Tw-jc = https [ACK] Seg=l ack=1 win=128480 Len=0
6 2.001180 130,54, 88,123 192168, 2.100 TCP https = appworxsry [ACK] Seg=1l Ack=2 win=3736 Len=0
7 2.000777 192,168, 2.100 130.94,88.123 SSL Client Hellao
8 2.308152 150.94,88.123 192.168.2.100 === b intiioimen [4CK] Seg=1l Ack=103 Win=5840 Len=0
O 2.308400 130.94,88.123 192,168, 2.100 ITLS\Jl seryar He'I'ID,
10 2.3093453 130,594 88,123 192 .1a58.2.100 (o CTer = SEgmeTTe O a reassembled PDU]
11 2.309a8l8 152,168, 2.100 130,94 88,123 TCP Tw-jc = https [ACK] Seg=103 Ack=2705 Win=128480 Len=0
12 2.617428 130.94,88.123 192.168.2.100 i RaR R el ]
13 2.619328 130.94,88.123 192,168, 2.100 ITLS\.rl CEI‘"E'I'F'ICE[‘EE, server Hello Done
14 2.615440 192.168.2.100 130.94,88.125 (= Tt e e = M M e R W B T T
15 2.620478 152,165, 2.100 130,94, 88.123 ITLS\.rl C'I'lent Key Exchange, change C'lpher‘ Spec, Encrypted Handshake Messaq
16 2.922741 130.04.88.123  192.168.2.100 e e e e T e e T
17 2.926069 192,168, 2.100 130.94,88.123 =2ls) Lrco G a4 5 S EMb | ed PDU]
18 2.926211 192.168.2.100 130.94,88.125 ITLSVl App'l"lcat"lon Data
19 3.22990%9 130.94,88.123 192,168, 2.100 = et e ey seq=4592 Ack=1782 win=12320 Len=0
20 3.234770 130.94,88.123 192.168.2.100 o R AR E—E assembled PDU]
21 3.2353519 130.94,88.123 192.168.2.100 ﬁSvl application Data
22 3.235588 192.168.2.100 130.94,.88.125 T_F o= fMtLps k] seq=1782 Ack=6110 win=128480 Len=0
23 3.737122 192,168, 2.100 130.94,88.123 SEe e G — assembled PDU]
24 3,F37205 192.168.2.100 130.94,.88.125 ITLS\Jl application Data
25 4.151556 130.94,88.123 192,168, 2.100 Ter ML =TT {ICRT Seq=6110 Ack=3261 wWin=15024 Len=0
26 4.151984 130.94,88.123 192,168, 2.100 Too ITob e saomantof s taassembled PDU]
27 4.1522789 150.94,88.123 192.168.2.100 I TLSW1 Application Data
28 4.152370 152,168, 2.100 130.594,88.123 = e = e Seq=3261 Ack=???6 Win=128480 Len=0
s i st st o a1 T B L B R R i B
30 B.025917 212.150.45.10 1%2.168.2.100 DNS Standard guery response A 194,90, 6 40
31 8.077161 192,165, 2.100 194.80.6.40 TCP dynamicsd > pops [S¥M] Seq=0 win=65535 Len=0 M55=1460 wS=l TSw=0 T=
32 B.0ORT32 1584, 00.6.40 192.1a68.2.100 TCP pop3 > dynamic3d [S¥N, ACK] Seq=0 Ack=1 win=49580 Len=0 TSw=8290107
33 B.0OET7YH 192.168.2.100 194.90,6.40 TCP dynamic3d > pop3 [ACK] seq=1l Ack=1l win=128480 Len=0 TSv=78l3 TSER=E
34 B 118204 1584, 00.6.40 192.1a68.2.100 POP S: +0K POP3 service
35 B.118745 192.168.2.100 194.90,6.40 pop C: USER woram-ndi.co. il
36 B.138633 1584, 00.6.40 192.1a68.2.100 TCP pop3 > dynamic3d [ACK] Seq=19 Ack=23 win=49580 Len=0 TSv=B29010732
37 B.140050 154.90,.6.40 192.168.2.100 POP S: +0K password required for user woram-ndi.co. il ]




References

“* Wireshark Website
= http://www.wireshark.org

“* Wireshark Documentation
= http://www.wireshark.org/docs/

“* Wireshark Wiki
= http://wiki.wireshark.org

“* Network analysis Using Wireshark Cookbook

» http://www.amazon.com/Network-Analysis-Using-Wiresh
ark-Cookbook/dp/1849517649



	Computer Networks:�Wireshark Tutorial
	Outline
	What is Wireshark?
	What is Wireshark?
	What is Wireshark?
	Interfaces
	Capturing Packets (1/3)
	Capturing Packets (2/3)
	Capturing Packets (3/3)
	Analyzing Packets (1/9)
	Analyzing Packets (2/9)
	Analyzing Packets (3/9)
	Analyzing Packets (4/9)
	Analyzing Packets (5/9)
	Analyzing Packets (6/9)
	Analyzing Packets (7/9)
	Analyzing Packets (8/9)
	Analyzing Packets (9/9)
	Filtering Packets (1/4)
	Filtering Packets (2/4)
	Filtering Packets (3/4)
	Filtering Packets (4/4)
	Saving and Manipulating Packets (1/3)
	Saving and Manipulating Packets (2/3)
	Saving and Manipulating Packets (3/3) 
	Packet Statistics (1/8)
	Packet Statistics (2/8)
	Packet Statistics (3/8)
	Packet Statistics (4/8)
	Packet Statistics (5/8)
	Packet Statistics (6/8)
	Packet Statistics (7/8)
	Packet Statistics (8/8)
	Colorizing Specific Packets (1/4)
	Colorizing Specific Packets (2/4)
	Colorizing Specific Packets (3/4)
	Colorizing Specific Packets (4/4)
	References

