
CSED702Y: Software-Defined Networking

Assignment 3: Traffic Analysis using Libpcap

Jian Li (gunine@postech.ac.kr)

Due at 11:59pm, April 6th, 2015

In this assignment, we will perform the traffic analysis using libpcap library. This assign-
ment is consist of three parts. In the first part, you will write a packet-level traffic analysis
program, which only deals with packet-level traffic metrics, such as number of packet and
packet bytes. The detailed description can be found in Section 1. In the second part, you
will write a flow-level traffic analysis program, which deals with flow-level traffic metrics,
such as number of flows. The detailed description can be found in Section 2. In the third
part, you will write a BitTorrent identification program, with which we can find out how
many packets and flows that generated by BitTorrent applications. The detailed description
we can refer to Section 3.

This assignment should be finished individually and is worth a total 5% of the final mark.
The source code should be written in C or C++ using libpcap library. The use of any
supplemental library is not permitted, and all programming logic and details should be im-
plemented by yourself. Plagiarism is not tolerated, and once cheating is detected, students
will be automatically failed in the course.

Have fun with libpcap!

Remark

• Before you start programming, please construct the libpcap executable environment.
Any Linux distribution will be fine, but I highly recommend the students to use
Ubuntu or CentOS distribution.

• Make sure that you have read the presentation material on libpcap provided during
the class. Also, it is highly recommended to read the survey paper on Internet Traffic
Identification [1].

• You can freely define any functions or classes using C or C++ language (do not use
other languages such as Python, Java), but do not use any external libraries except
standard I/O library.

• When implement the second part (flow-level analysis), make sure that you use the
hash table data structure. Use of other data structure (e.g., array, list and etc.) is
not permitted and may cause credit deduction.

• The output of your program should be coincide with the results obtained from the
Wireshark [2] application.
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1 Packet-level Traffic Analysis (25 pt)

Write a traffic analysis program which analyzes traffic traces in terms of following categories:

• Number of total packets and total bytes

• The time difference between the first and the last packet

• The number of packet and total bytes of TCP, UDP and ICMP traffic

• The number of packet and total bytes of FTP, SSH, Telnet, HTTP and HTTPS

• Select three applications other than the aforementioned applications, and print out
the number of packets and the bytes of the traffic which allocates well-known port
number (TCP/UDP 1 - 1024)

• Enumerate the average packet size, average packet inter-arrival time

2 Flow-level Traffic Analysis (35 pt)

Flow is defined as 5-tuples including source IP address, destination IP address, source
port number, destination port number and the protocol in use. The concept of flow-
level traffic analysis was initially introduced in BLINC [3], and prevalently used in traffic
analysis research community in these days.

Write a traffic analysis program which analyzes traffic traces in terms of following categories:

• Total number of flows

• The number of flows of TCP, UDP and ICMP traffic

• The number of flows of FTP, SSH, Telnet, HTTP and HTTPS

• Select three applications other than the aforementioned applications, and print out
the number of flows of the traffic which allocates well-known port number (TCP/UDP
1 - 1024)

• Enumerate the average flow duration and average flow size

• Measure and print out the traffic analysis time

3 BitTorrent Traffic Identification (40 pt)

Historically in the client/server model content is stored on the server and all clients download
content from the server. One disadvantage of this model is that if the server is overloaded,
the server becomes the bottleneck. The P2P file sharing model addresses this problem by
allowing peers to exchange content directly. To perform these file sharing tasks, all popular
P2P protocols allow a random host to act as both a client and a server to its peers, even
though some P2P protocols do not treat all hosts equally. Typically the following two
phases are involved if a requester desires to download content:
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• Signaling: During the signaling phase a client searches for the content and determines
which peers are able and willing to provide the desired content. In many protocols
this does not involve any direct communication with the peer which will eventually
provide the content.

• Download: In this phase the requester contacts one or multiple peers directly to
download the desired content.

Unlike in the client/server model, where a certain application occupy a specific port, in
P2P model, the application may randomly occupies ports, therefore, the port-based traffic
identification scheme does not work properly for P2P application. BitTorrent [4] is one of
well-known P2P application, which is mainly used to transfer the data files between peer
(client) and peer (client). In this section, we will develop a program to accurately identify
the traffic generated by BitTorrent application.

The BitTorrent network consists of multiple clients and a centralized server (also known as
Tracker). Clients connect to each other directly to send and receive portions (chunk files)
of a single file. The central server only coordinates the action of the clients, and manages
connections. Note that the BitTorrent server is not responsible for locating the searching
files for the clients, instead it only deals with locating the seeders or the peers which possess
the required chunk files. The signaling traffic volume is quite small, thus can be negligible,
while the downloading traffic volume is large. In this assignment, we will only focus on
identifying the BitTorrent download traffic between clients.

To identify the BitTorrent traffic, the students are recommended to go with the signature-
based traffic identification scheme. An application signature is an unique combination which
characterizes an application’s traffic pattern. For example, the Longest Common Subse-
quence (LCS) [5] inside the payload can be a good candidate of a signature for identifying a
certain application. Since in this assignment, we will implement a BitTorrent identification
program, therefore, first of all you need to design an appropriate signature for BitTorrent
application, and then make use of the signature to implement your program.

Write a BitTorrent identification program which prints out following items as output:

• Total number of flows of BitTorrent

• Total size of payload of BitTorrent

• The number of peers involved in BitTorrent communication

You should also need to answer following question in your report:

• What signature did you use to identify the BitTorrent traffic? Please explain why did
you choose the signature.

• Can you quantify the identification accuracy of your program? If you can, explain
how can you quantify this. If not, please explain the reason.
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4 Submission Instruction

You should firmly follow the submission instruction, otherwise there will be a penalty.
Late assignments may be handed in, but there will be a penalty of 20% of the mark for
assignments turned in less than one day late, and an additional penalty of 10% for each
day thereafter. The submitted source files must be compilable and the binaries must be
executable. No credits will be provided if either the sources are failed to compile or the
binaries are failed to execute.

1. Obtain the sample traffic trace file from the designated server. The server IP address
is 141.223.82.88. Currently, only the SSH (SFTP) access is permitted, therefore, you
should access the server using SSH (SFTP) client program (e.g., Putty, SecureCRT,
xManager and etc.). To access the server, you should provide the user id and password
as follow.

ID: postech

PASSWORD: csed702 sdn

2. Copy the traffic trace file from the path:

“./data/20110328 1815 1m.pcap”

to your local machine. Do not delete the trace file from the server!

3. Develop the program in your own machine, and send the resulting source files as well
as the corresponding report file to (gunine@postech.ac.kr) through email.

4. The final submission files should include all source files and report which describes
how to compile and execute your program. The report should also include the detailed
description of your program. The length of document should be under 6 pages in LNCS
paper format. The report should be formatted as “.PDF” and written in English.
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