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1: procedure Signature_Generation ()

Flow_Pool {F[]...F,[]} € Santized packet collector

F\[] € Tterate, packet dump for Flow 1

F,[] € Tterate, packet dump for Flow 2

while i from 0 to # packet_constraint do

while j from 0 to # packet constraint do
if |F[i].packet_size - F,[j].packet_size| < threshold

result LCS < LASER (F|[i], F2[j])
LCS_Pool {} € Append result LCS, end if

10: j*++, end while

11: it+, end while

12: S <select the longest from LCS_Pool

13:  while i from O to # of rest flows of Flow_Pool do

14: F; € select one from the rest of Flow_Pool

15: result LCS € LASER (S, F)

16: S € select the longest from result LCS

17: i++, end while, end while

18: return S

PRI NrH2N

19: procedure LASER (Packet,[1...m], Packetg[1...n])
20: Packets [m...1] € Reverse byte stream

21: Packetg [n...1] € Reverse byte stream

22: Matrix [m][n]

23:  while i from 0 to m do

24: while j from 0 n do

25: if i=0 or j = 0, then Matrix [i][j] € 0
26: else if Packet, [i] = Packetg [j], then
27: Matrix [i][j] ¢ ‘Diagonal’

28: else if Matrix[i][j] != p[i][j-1], then
29: Matrix[i][j] € ‘Up’

30: else Matrix[i][j] € ‘Left’, end while

31: end while

32: i€ m-1;j €n-1 //Tracking
33:  while Matrix[i][j] =0 do

34: if Matrix[i][j] = ‘Left’, then j--

35: else if Matrix[i][j]= ‘Up’, then i--

36: else if Matrix[i][j]= ‘Diagonal’, then do

37: Substring < Append Packet,[i]

38: if Matrix[i-1][j-1] '= ‘Diagonal’, then

39: Append special break point character (e.g. /”)

40: i--; j--, end while

41: while tokenizing substring based on break point do
42: if token_length > substring length constraint
43: then, result LCS € Append token_substring,
44: end while

45: return result LCS
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For comparison

Two selected packets [

‘ HTTP 200 OK ‘ Server: ‘ Morpheus OS/ ‘ Content-type: ‘ Video ‘ ‘
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Candidate_signature_1 = Signature (Flow 1, Flow 2)
Candidate_signature 2 = Signature (Flow 3,
Candidate_signature 1)

Candidate signature_n = Signature (Flow n+1,
Candidate_signature_n-1)

If Candidate_signature_n = Candidate signature_n-1
For the certain iteration counts then
Candidate_signature_n is the final signature
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application 9] traffic 2 non-application traffic &2
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Total application traffic
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LimeWire 1223.36 1120.35 8.42 0
BitTorrent 419007 3754.30 10.40 0
Fileguri 3189.61 3177.17 0.39 0
Others 12482.69 13033.91 - -
Total 27085.73MB - -
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Automated Signature Generation by
LASER

LimeWire “LimeWire” “Content-Type:”
“Content-Length:” “X-Gnutella-
Content-URN”  “run:sha:1” “X-Alt”
“X-Falt” “X-Create-Time:” “X-

Features:” “X-Thex-URI”

BitTorrent “Ox13BitTorrent protocol”

“HTTP” “Freechal P2P” “User-
Type:” “P2P-ErrorCode:” “Content-
Length:” “Content-Type:” “Last-
Modified”

Fileguri

FTP “230 logged”

“0x02 02 21 CB 4E 02 00 00 6D DB
00 007, “0x00 00 00 00", “Ox7E 00
00”

Afreeca TV

PDBOX “0x00 00 01 03 16 05 00 00 08 00
00 00 1E 05 01 03 00 00 00 00 32

00 00 00 57 37 59 5D”

Skype (v3.0) No signature can be found

KaZaA(v3.25) “HTTP1.1” “Kazaa client” “X-Kazaa-
Username:” “X-Kazaa-Network:” “X-
Kazaa-IP:” “X-Kazaa-SupernodelP:”

“X-Kazaa”
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