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TRAFFIC CATEGORIZATION METHOD
AND DEVICE

CROSS-REFERENCE TO RELATED
APPLICATION

The present application is a U.S. National Phase applica-
tion under 35 U.S.C. § 371 of an International application
No. PCT/KR2020/004905 filed on Apr. 10, 2020, which is
based on and claims the benefit of convention priority to
Korean Patent Application No. 10-2019-0160530, filed on
Dec. 5, 2019 with the Korean Intellectual Property Office,
the entire contents of which is incorporated herein by
reference in its entirety.

TECHNICAL FIELD

The present disclosure relates to a method of and an
apparatus for classifying traffic and, more particularly, to a
method of and an apparatus for classifying traffic that are
capable of using machine learning.

BACKGROUND

Network traffic classification may serve the purpose of
distinguishing between various application services and
protocols that are used in a network. The network traffic
classification may be one of important elements for network
management and security.

For example, the network traffic classification is a mecha-
nism for control of Quality of Service (QoS) that may be
used to determine processing priorities of different applica-
tion services in a limited bandwidth.

The methods of classifying network traffic may include a
port-based method of classifying traffic, a payload-based
method of classifying traffic, and a flow statistics-based
method of classifying traffic.

The port-based method of classifying traffic may classify
traffic by identifying a standard port number used in an
application program. However, because all application ser-
vices do not use the standard port number, the port-based
method of classifying traffic may cause a problem of failure
in traffic classification.

The payload-based method of classifying traffic may
classify traffic by identifying a signature of an application
service included in a payload of an Internet Protocol (IP)
packet. However, in the payload-based method of classify-
ing traffic, there may occur a problem in that the more
increased encrypted traffic, the more frequently traffic clas-
sification fails.

The flow statistics-based method of classifying traffic may
classify traffic by analyzing a flow feature of a network flow.
However, in the flow statistics-based method of classifying
traffic, there may occur a problem in that the network traffic
is precisely classified in a case where traffic of a new
application service occurs and when traffic congestion is
increased.

SUMMARY

An object of the present disclosure, which is conceived to
solve the above-mentioned problems, is to provide a method
of and an apparatus for classifying traffic that are capable of
using an ensemble learning technique.

Another object of the present disclosure, which is con-
ceived to solve the above-mentioned problems, is to provide
a method of and an apparatus for classifying traffic that are
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capable of classifying traffic with a high degree of precision
in a congested network environment.

A method of classifying traffic, according to an exemplary
embodiment of the present disclosure for achieving the
objective, may comprise: a step of receiving flow data
including information on flow; a step of performing scaling
on the flow data; a step of generating input data by removing
redundant data from among the flow data on which the
scaling is performed, on the basis of correlation between the
flow data; and a step of classifying network traffic on the
basis of the input data.

The correlation may be acquired using a principal com-
ponent analysis technique.

The input data may include a flow feature, and the flow
feature may include at least one of information on a point in
time at which the flow arrives, information on a starting
position of the flow, and information on a destination of the
flow.

The step of classifying network traffic may comprise: a
step of classifying, by an apparatus for classifying traffic
performing machine learning in advance, network traffic.

The machine learning may be performed using an
ensemble learning technique.

The machine learning may be performed through: a step
of generating input data on the basis of the flow data on
which labeling is performed; a step of extracting a learning
sample on the basis of the input data; a step of generating
learning data on the basis of the extracted learning sample;
and a step of performing the machine learning on the basis
of the learning data.

The step of extracting a learning sample may comprise: a
step of acquiring a slope of each of the input data; a step of
aligning the input data on a magnitude of the slope of each
of the input data; a step of extracting a portion of the input
data from the input data according to a preset ratio; and a
step of extracting the learning sample on the basis of the
input data on which sampling is performed.

The step of generating learning data may comprise: a step
of performing bundling on the learning sample; and a step of
generating the learning data by merging the learning
samples on which the bundling is performed.

The step of performing the machine learning may com-
prise: a step of generating a learning model for performing
the machine learning; a step of classifying the learning data
into a training set, a validation set, and a test set; a step of
acquiring a weighting factor of the learning model on the
basis of the training set; a step of verifying the learning
model on the validation set; and a step of evaluating the
learning model verified through the test set.

An apparatus for classifying traffic, according to another
exemplary embodiment of the present disclosure for achiev-
ing the objective, may comprise: a processor; and a memory
in which one or more commands to be executed by the
processor are stored, wherein one or more commands are
executed in such a manner as to receive flow data including
information on flow from a Software-defined Network
(SDN)), to perform scaling on the flow data, to generate input
data by removing redundant data from among the flow data
on which the scaling is performed, on the basis of correlation
between the flow data, and to classify network traffic on the
basis of the input data.

In a case where the correlation is acquired, the one or
more commands may be executed in such a manner as to
acquire the correlation using a principal component analysis
technique.

The input data may include a flow feature, wherein the
one and more commands may be executed in such a manner
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that the flow feature includes at least one of a flow feature
for a point in time at which the flow arrives, a flow feature
for a starting position of the flow, and a flow feature for a
destination of the flow.

In a case where the network traffic is classified, the one or
more commands may be executed in such a manner that the
network traffic is classified by the apparatus for classifying
traffic performing machine learning.

The apparatus for classifying traffic may perform the
machine learning using an ensemble learning technique.

The apparatus for classifying traffic may generate input
data on the basis of the flow data on which labeling is
performed, extract a learning sample on the basis of the
input data, generate learning data on the basis of the
extracted learning sample, and perform the machining learn-
ing on the basis of the learning data.

The apparatus for classifying traffic may acquire a slope
of each of the input data, align the flow feature on the basis
of a magnitude of the slope of each of the input data,
measure a portion of the input data according to a preset
ratio, and measure the learning sample on the basis of the
input data on which the sampling is performed.

The apparatus for classifying traffic may perform bun-
dling on the learning sample, and generate the learning data
by merging the learning samples on which the bundling is
performed.

The apparatus for classifying traffic may generate a learn-
ing model for performing the machine learning, classify the
learning data into a training set, a validation set, and a test
set, acquire a weighting factor of the learning model on the
basis of the training set, verify the learning mode through the
validation set, and test the verified learning model using the
test set.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating a software-defined
network (SDN) according to an exemplary embodiment of
the present disclosure.

FIG. 2 is a flowchart illustrating a machine learning
method according to an exemplary embodiment of the
present disclosure.

FIG. 3 is a flowchart illustrating a method of generating
a learning sample according to an exemplary embodiment of
the present disclosure.

FIG. 4 is a flowchart illustrating a method of generating
learning data according to an exemplary embodiment of the
present disclosure.

FIG. 5 is a flowchart illustrating a method for classifying
traffic according to an exemplary embodiment of the present
disclosure.

FIG. 6 is a conceptual diagram illustrating an exemplary
embodiment of a communication node constituting a soft-
ware defined network according to an exemplary embodi-
ment of the present disclosure.

DETAILED DESCRIPTION

For a more clear understanding of the features and advan-
tages of the present disclosure, exemplary embodiments of
the present disclosure will be described in detail with
reference to the accompanied drawings. It should be under-
stood, however, that the present disclosure is not limited to
particular embodiments disclosed herein but includes all
modifications, equivalents, and alternatives falling within
the spirit and scope of the present disclosure.
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The terminologies including ordinals such as “first” and
“second” designated for explaining various components in
this specification are used to discriminate a component from
the other ones but are not intended to be limiting to a specific
component. For example, a second component may be
referred to as a first component and, similarly, a first
component may also be referred to as a second component
without departing from the scope of the present disclosure.
As used herein, the term “and/or” may include a presence of
one or more of the associated listed items and any and all
combinations of the listed items.

When a component is referred to as being “connected” or
“coupled” to another component, the component may be
directly connected or coupled logically or physically to the
other component or indirectly through an object therebe-
tween. Contrarily, when a component is referred to as being
“directly connected” or “directly coupled” to another com-
ponent, it is to be understood that there is no intervening
object between the components. Other words used to
describe the relationship between elements should be inter-
preted in a similar fashion.

The terminologies are used herein for the purpose of
describing particular exemplary embodiments only and are
not intended to limit the present disclosure. The singular
forms include plural referents as well unless the context
clearly dictates otherwise. Also, the expressions “com-
prises,” “includes,” “constructed,” “configured” are used to
refer a presence of a combination of stated features, num-
bers, processing steps, operations, elements, or components,
but are not intended to preclude a presence or addition of
another feature, number, processing step, operation, ele-
ment, or component.

Unless defined otherwise, all terms used herein, including
technical or scientific terms, have the same meaning as
commonly understood by those of ordinary skill in the art to
which the present disclosure pertains. Terms such as those
defined in a commonly used dictionary should be interpreted
as having meanings consistent with their meanings in the
context of related literatures and will not be interpreted as
having ideal or excessively formal meanings unless explic-
itly defined in the present application.

Hereinafter, preferred exemplary embodiments of the
present disclosure will be described in detail with reference
to the accompanying drawings. In describing the present
disclosure, to facilitate the entire understanding, like num-
bers refer to like elements throughout the description of the
figures and the repetitive description thereof will be omitted.

FIG. 1 is a block diagram illustrating a software-defined
network (SDN) according to an exemplary embodiment of
the present disclosure.

With reference to FIG. 1, the SDN according to the
exemplary embodiment of the present disclosure may
include a switch 110, a software-defined network controller
(SDN) 120, and an apparatus 130 for classifying traffic.

The switch 110 may be a programmable switch. The
programmable switch may mean a switch that is capable of
being programmed to process a data packet according to a
predetermined scheme. Using a high-level language (Do-
main-specific Language, DSL), the programmable switch
may be programmed to process a data packet according to a
predetermined scheme. For example, the high-level lan-
guage may be Programming Protocol-independent Packet
Processors (P4). Only one switch 110 is illustrated in the
drawings. However, a plurality of switches 110 may be
provided.

The switch 110 may receive data packets from a plurality
of sources (for example, terminals and computers). The

9 <
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switch 110 may acquire from each of the data packets traffic
information that is information necessary for network traffic
classification. The traffic information here may include a
time stamp indicating the time at which the data packet
arrives at the switch, a source Internet Protocol (IP) address
of the data packet, a source port of the data packet, a
destination IP address of the data packet, a destination port
address of the data packet, a protocol used by the data
packet, the number of the data packet, the byte number of the
data packet, and a size of the data packet. The switch 110
may generate a packet information message including the
traffic information. The switch 110 may transmit the packet
information message to the SDN controller 120.

The SDN controller 120 may receive the packet informa-
tion message from the switch 110. The SDN controller 120
may acquire the traffic information of each of the data
packets from the packet information message. The SDN
controller 120 may classify the traffic information on a
per-flow basis and may acquire flow data using a technique
of computing an average of the traffic information. The flow
here may be a set of data packets having the same source and
the same destination.

The SDN controller 120 may classify points in time at
which the data packets arrive at the switch 110, according to
a preset time unit on the basis of the time stamp, and may
acquire the flow. The SDN controller 120 may acquire the
flow data using a technique of computing an average of the
traffic information of the data packet that is included in the
flow.

In addition, the SDN controller 120 may generate a flow
message including the flow data. The SDN controller 120
may transmit the flow message to the apparatus 130 for
classifying traffic.

The apparatus 130 for classifying traffic may receive the
flow message from the SDN controller 120. The apparatus
130 for classifying traffic may be a server and may include
a plurality of classifiers. The apparatus 130 for classifying
traffic may acquire flow data from the flow message. The
apparatus 130 for classifying traffic may perform pre-pro-
cessing on the flow data and thus may acquire a flow feature.
The flow feature may be a value necessary for the network
traffic classification.

The apparatus 130 for classifying traffic may perform
scaling on the flow data. The apparatus 130 for classifying
traffic may perform the scaling using a technique of com-
puting a standard value for the flow data. The apparatus 130
for classifying traffic may compute the standard value for the
flow data using Equation 1 that follows.

X—X
Standard value (x') = ——
o(x)

[Equation 1]

In Equation 1, x is an average value of the flow data, and
0(x) is a standard deviation of the flow data. The apparatus
130 for classifying traffic may bind redundant flow data into
one flow feature on the basis of correlation. The apparatus
130 for classifying traffic may acquire correlation between
the flow data using a Principal Component Analysis (PCA)
technique. The apparatus 130 for classifying traffic may
classify the flow data on the basis of the correlation and may
bind the flow data, resulting from the classification, into one
flow feature.

For example, the apparatus 130 for classifying traffic may
determine that, among the flow data, there is a high corre-
lation between the source IP address and the source port and
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may bind the source IP address and the source port into a
flow feature for a source position of the flow. The apparatus
130 for classifying traffic may determine that, among the
flow data, there is a high correlation between the destination
IP address and the destination port and may bind the
destination IP address and the destination port into a flow
feature for a destination of the flow.

That is, the apparatus 130 for classifying traffic may
classify the flow data through the correlation and may bind
the flow data, resulting from the classification, into a flow
feature for the point in time at which the flow arrives (the
time stamp), a flow feature for a starting position of the flow
(the source IP and the source port), a flow feature for the
destination of the flow (the destination IP and the destination
port), a flow feature for the protocol used by the flow, a flow
feature for the packet count of the data packets, a flow
feature for the byte count of the data packets, and a flow
feature for the inter-arrival time between arrivals of the
successive data packets. The apparatus 130 for classifying
traffic may perform instance on the traffic data and the flow
feature and thus may generate input data.

The apparatus 130 for classifying traffic may classify
traffic of the flow on the basis of the input data. The
apparatus 130 for classifying traffic may perform machine
learning in advance. The apparatus 130 for classifying traffic
may classify the traffic of the flow on the basis of a result of
performing the machine learning. The apparatus 130 for
classifying traffic may include a plurality of classifiers for
classifying the traffic of the flow. For example, n (n is an
integer that is greater than 1) classifiers may be provided.

The apparatus 130 for classifying traffic may use Python
2 or Python 3 as a machine learning programming language.
The apparatus 130 for classifying traffic may perform the
machine learning using a framework, such as TensorFlow.
The apparatus 130 for classifying traffic may perform the
machine learning on the basis of an ensemble learning
technique. The apparatus 130 for classifying traffic may use
Light Gradient Boosting Machine (LightGBM) as an algo-
rithm for the ensemble learning technique. LightGBM may
be a LightGBM algorithm based on boosting. The apparatus
130 for classifying traffic may perform the machine learning
using the following method.

FIG. 2 is a flowchart illustrating a machine learning
method according to an exemplary embodiment of the
present disclosure.

With reference to FIG. 2, an apparatus for classifying
traffic (for example, the apparatus 130 for classifying traffic
in FIG. 1) may generate a learning sample for performing
the machine learning on the basis of the input data (S210).
The apparatus for classifying traffic may receive the flow
message including the flow data from an SDN controller (for
example, the SDN controller 120 in FIG. 1). The flow data
may be flow data on which labeling of the traffic information
is performed by the SDN controller. The apparatus for
classifying traffic may perform the pre-processing and the
instance on the traffic information and thus may generate the
input data.

The apparatus for classifying traffic may generate the
learning sample for performing the machine learning using
a Gradient-based One-Side Sampling (GOSS) technique.
The GOSS technique may be a technique of generating the
learning sample on the basis of a slope of the input data. The
slope here of the input data may be a slope of a loss function
with respect to the input data. The loss function may be a
function relating to a difference between an expected output
value for the input data and an actual output value. A method
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in which the apparatus for classifying traffic generates the
learning sample using the GOSS technique may be as
follows.

FIG. 3 is a flowchart illustrating a method of generating
a learning sample according to an exemplary embodiment of
the present disclosure.

With reference to FIG. 3, the apparatus for classifying
traffic may acquire a slope or a gradient of each of the input
data (S310). The apparatus for classifying traffic may
express each of the input data as a concave function or a
convex function. The apparatus for classifying traffic may
acquire a slope by differentiating each of the functions. The
apparatus for classifying traffic may align or sort the input
data on the basis of a magnitude of the slope or a gradient
size (S320). For example, the apparatus for classifying
traffic may align the input data in order of decreasing the
magnitude of the slope.

The apparatus for classifying traffic may extract a portion
of the input data from the input data (S330). The apparatus
for classifying traffic may extract the top a % of the input
data arranged in order of decreasing the magnitude of the
slope and may extract the bottom b % of the input data
arranged in order of decreasing the slope magnitude. The
apparatus for classifying traffic may perform sampling on
the extracted portion of the input data (S340). The apparatus
for classifying traffic may perform the sampling on the
bottom b % of the input data arranged in order of decreasing
the magnitude of the slope. The apparatus for classifying
traffic may amplify the bottom b % of the input data
arranged in order of decreasing the magnitude of the slope,
in such a manner as to correspond to a weighting factor of
the bottom b % of the input data. The apparatus for classi-
fying traffic may compute a weight factor ¢ using Equation
2 that follows.

1-a [Equation 2]

>

The apparatus for classifying traffic may not perform the
sampling on the top a % of the input data arranged in order
of decreasing the magnitude of the slope. The apparatus for
classifying traffic may generate the learning sample on the
basis of the input data on which the sampling is performed
(S350). The apparatus for classifying traffic may compute an
information gain on the basis of the top a % of the input data
arranged in order of decreasing the slope magnitude and the
bottom b % of the input data arranged in order of decreasing
the magnitude of the slope. The information gain here may
be measured through variance. The bottom b % for the input
data arranged in order of decreasing the magnitude of the
slope may be input data that results from the amplification
performed in such a manner as to correspond to weighting
factor c. For example, variance acquisition for the input data
j at node d may be computed using Equation 3 that follows.

[Equation 3]

>
iEBIgi)

(ZieArgi +

1-a
V(d) = l[(Z:ie”‘zgi-F b
=3 ny(d)
1za
b
n,(d)

2
i€By gi) ]

Where \7_,-(d) may be the information gain acquired on the
basis of the top a % of the input data arranged in order of
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decreasing the magnitude of the slope and the bottom b %
of the input data arranged in order of decreasing the mag-
nitude of the slope, n,(d) may be the top a % of the input data
arranged in order of decreasing the magnitude of the slope,
n,(d) the bottom b % of the input data arranged in order of
decreasing the magnitude of the slope, N may be the total
sum of the number of input data corresponding to the top a
% of the input data arranged in order of decreasing the
magnitude of the slope and the number of input data
corresponding to the bottom b % of the input data arranged
in order of decreasing the slope magnitude, I may be a slope
of each of the flow features, and g; may mean a slope of the
loss function with respect to each of the input data. In
addition, In Equation 3, A may be a set of the top a % input
data arranged in order of decreasing the magnitude of the
slope, and B may be a set of the bottom b % input data
arranged in order of decreasing the slope magnitude. An
approximation ratio in the GOSS technique may be
expressed as in Equation 4 that follows.

1 1 1

o [Equation 4]
— + +
m(d)  n(d)  n

However, a method of computing the information gain on
the basis of the flow feature may be expressed in Equation
5 that follows.

(Z“Sd)gi)z + (Z(bd)g[)z] [Equation 5]

1
Vi) = _[ ni(d) i)

n

Where V (d) may be the information gain acquired on the
basis of all the flow features of the input data. That is, the
more increased the number of the input data used to compute
the information gain, the more identical the information gain
acquired using Equation 3 may be to the information gain
acquired using Equation 5.

With reference back to FIG. 2, the apparatus for classi-
fying traffic may generate learning data by bundling and
merging the extracted learning sample (S220). The appara-
tus for classifying traffic may perform the bundling and the
merging on the learning sample using an Exclusive Feature
Bundling (EFB) technique. The EFB technique may be a
technique of bundling and merging the learning sample on
the basis of the flow feature of the learning sample. A
method in which the apparatus for classifying traffic gener-
ates the learning data by bundling and merging the learning
sample using the EFB technique may be as follows.

FIG. 4 is a flowchart illustrating a method of generating
learning data according to an exemplary embodiment of the
present disclosure.

With reference to FIG. 4, the apparatus for classifying
traffic may generate a graph representing a relationship
between the learning samples (S410). The apparatus for
classifying traffic may check whether or not flow features are
mutually exclusive, with the flow feature being defined as
representing a node. In a case where flow features do not
have a non-zero value at the same time, the apparatus for
classifying traffic may determine that the flow features are
mutually exclusive. The apparatus for classifying traffic may
acquire a graph representing a relationship between samples
by making an edge connection between the nodes that are
not mutually exclusive.
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The apparatus for classifying traffic may perform the
bundling on the learning sample on the basis of the graph
(S420). The apparatus for classifying traffic may align the
samples in descending order according to the degree of the
node. The apparatus for classifying traffic may align the
samples in descending order on the basis of the acquired
graph. The apparatus for classifying traffic may allocate the
flow features aligned in descending order to a bundle. In a
case where a bundle including a flow feature and samples
that are not mutually exclusive is present, the apparatus for
classifying traffic may allocate the flow feature to a pre-
existing bundle. In a case where only a bundle including a
flow feature and sampled that are mutually exclusive is
present, the apparatus for classifying traffic may generate a
new bundle. The apparatus for classifying traffic may allo-
cate the samples to a new bundle.

The apparatus for classifying traffic may generate the
learning data by merging bundles (S430). The apparatus for
classifying traffic may identify values of the samples
included in each of the bundles. The apparatus for classify-
ing traffic may add offset to the values of the samples. For
example, it is assumed that sample A has a value of [0, 10]
and that sample B has a value of [0, 20]. Offset is added to
the value of sample B, and thus, sample B may be set to take
on a value from [10, 30]. Then, samples A and B may be
merged and may be set to take on a value from [0, 30]. Thus,
sample B may be replaced with sample A. That is, the
learning data may be generated using a technique of merging
sample B with sample A.

With reference back to FIG. 2, the apparatus for classi-
fying traffic may perform the machine learning on the basis
of the learning data (S230).

The apparatus for classifying traffic may generate a learn-
ing model on the basis of the learning data. The apparatus for
classifying traffic may perform the machine learning through
a k-fold cross validation technique. The apparatus for clas-
sifying traffic may perform shuffle on the learning data. The
apparatus for classifying traffic may classify the learning
data on which the shuffle is performed into a test set, a
validation set, and a training set. The apparatus for classi-
fying traffic may classify a portion of the learning data as the
test set. The apparatus for classifying traffic may classify the
remaining portions of the learning data as k data sets. The
remaining portions of the learning data may be portions
other than the portion classified as the test set. For example,
k may be 5, and the apparatus for classifying traffic may
classify the remaining portions of the learning data as first to
fifth data sets, respectively.

Among the k data sets, the apparatus for classifying traffic
may classify one data set as the validation set and may
classify the remaining data sets as the training sets. For
example, the apparatus for classifying traffic may classify a
first data set as the validation set and may classify second to
fifth data sets as the training sets, respectively. The apparatus
for classifying traffic may classify the second data set as the
validation set and may classify the first data set and the third
to fifth data sets as the training sets, respectively. The
apparatus for classifying traffic may classify the third data
set as the validation set and may classify the first and second
data sets and the fourth and fifth data sets as the training sets,
respectively. In addition, the apparatus for classifying traffic
may classify the fourth data set as the validation set and may
classify the first to third data sets and the fifth data set as the
training sets, respectively. The apparatus for classifying
traffic may classify the fifth data set as the validation set and
may classify the first to fourth data sets as the training sets,
respectively.
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The apparatus for classifying traffic may input the training
set and may acquire an output value. The apparatus for
classifying traffic may perform the machine learning using a
technique of verifying the output value on the basis of the
validation set. The apparatus for classifying traffic may
acquire a weighting factor of the learning mode on the basis
of the output value acquired by inputting the training set.
The apparatus for classifying traffic may input the validation
set into the learning mode and may verify a result of the
learning by comparing an output of the validation set and a
labeling value. That is, the apparatus for classifying traffic
may verify through the validation set the weighting factor of
the learning model acquired through the training set.

For example, the apparatus for classifying traffic may
input the second to fifth data sets, may acquire output values,
and may verify the output values on the basis of the first data
set. The apparatus for classifying traffic may input the first
data set and the third to fifth data sets, may acquire output
values, and may verify the output values on the basis of the
second data set. The apparatus for classifying traffic may
input the first and second data sets and the fourth and fifth
data sets, may acquire output values, and may verify the
output values on the basis of the third data set. In addition,
the apparatus for classifying traffic may input the first to
third data sets and the fifth data set, may acquire output
values, and may verify the output values on the basis of the
fourth data set. The apparatus for classifying traffic may
input the first to fourth data sets, may acquire output values,
and may verify the output values on the basis of the fifth data
set. The apparatus for classifying traffic may reiterate this
process n (n may be 10) times. Subsequently, the apparatus
for classifying traffic may determine a result of performing
the machine training using the test set. The apparatus for
classifying traffic may input the test set and may acquire an
output value. The apparatus for classifying traffic may
evaluate a result of performing learning, by comparing the
output value with the labeling value of data that is included
in the test set.

This process may be performed by each of the classifiers.
In a case where the output value of the test set that results
of the classification by a first classifier is different from the
labeling value, the apparatus for classifying traffic may
extract a training set in which an output error occurs, from
among the training sets. The apparatus for classifying traffic
may input the extracted training set into a second classifier
and may adjust a weighting factor of the training set by
reiteratively performing the above-described learning pro-
cess. The apparatus for classifying traffic may reiteratively
perform this learning process until an error does not occur in
the output value of the training set.

FIG. 5 is a flowchart illustrating a method for classifying
traffic according to an exemplary embodiment of the present
disclosure.

With reference to FIG. 5, a switch, an SDN controller, and
an apparatus for classifying traffic may be the same as or
similar to the switch 110, the SDN controller 120, and the
apparatus 130 for classifying traffic, respectively, in FIG. 1,
in terms of configuration.

The switch may receive data packets from a plurality of
sources (S505). The switch may generate packet information
message on the basis of the data packets (S510). The switch
may acquire traffic information from each of the data pack-
ets. The traffic information may be information necessary for
network traffic classification. The switch may generate the
packet information message including the traffic informa-
tion. The switch may transmit the packet information mes-
sage to the SDN controller (S515).
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The SDN controller may receive the packet information
message from the switch (S515). The SDN controller may
acquire the traffic information of each of the data packets on
the basis of the packet information message. The SDN
controller may generate a flow message on the basis of the
traffic information (S520). The SDN controller may classify
the traffic information on a per-flow basis. That is, the SDN
controller may classify the traffic information on a per-flow
basis on the basis of a time stamp in the traffic information.
The SDN controller may acquire flow data using a technique
of computing an average of the traffic information on a
per-flow basis. The SDN controller may generate the flow
message including the flow data. The SDN controller may
transmit the flow message to the apparatus for classifying
traffic (S525).

The apparatus for classifying traffic may receive the flow
message from the SDN controller (S525). The apparatus for
classifying traffic may acquire the flow data from the flow
message. The apparatus for classifying traffic may extract a
flow feature (S530). The apparatus for classifying traffic
may extract the flow feature on the basis of the flow data.
The apparatus for classifying traffic may acquire the flow
feature by performing pre-processing on each of the flow
data. The apparatus for classifying traffic may extract the
flow feature by performing the scaling on each of the flow
data and performing the pre-processing on each of the flow
data using a technique of classifying on the basis of corre-
lation the flow data on which the scaling is performed.

The apparatus for classifying traffic may classify network
traffic on the basis of the extracted flow feature (S535). The
apparatus for classifying traffic may classify the network
traffic on the basis of a result of the machine learning
performed in advance. That is, the apparatus for classifying
traffic may classify the network traffic by acquiring the
output value for each of the flow features.

The switch 110, the SDN controller 120, and the appa-
ratus 130 for classifying traffic in FIG. 1 may be commu-
nication nodes. The communication nodes may be config-
ured as follows.

FIG. 6 is a conceptual diagram illustrating an exemplary
embodiment of a communication node constituting a soft-
ware defined network according to an exemplary embodi-
ment of the present disclosure.

Referring to FIG. 6, a communication node 600 may
comprise at least one processor 610, a memory 620, and a
transceiver 630 connected to a network for performing
communications. Also, the communication node 600 may
further comprise an input interface device 640, an output
interface device 650, a storage device 660, and the like. Each
component included in the communication node 600 may
communicate with each other as connected through a bus
670. However, each of the components included in the
communication node 600 may be connected to the processor
610 via a separate interface or a separate bus rather than the
common bus 670. For example, the processor 610 may be
connected to at least one of the memory 620, the transceiver
630, the input interface device 640, the output interface
device 650, and the storage device 660 via a dedicated
interface.

The processor 610 may execute at least one instruction
stored in at least one of the memory 620 and the storage
device 660. The processor 610 may refer to a central
processing unit (CPU), a graphics processing unit (GPU), or
a dedicated processor on which methods in accordance with
embodiments of the present disclosure are performed. Each
of the memory 620 and the storage device 660 may include
at least one of a volatile storage medium and a non-volatile
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storage medium. For example, the memory 620 may com-
prise at least one of read-only memory (ROM) and random
access memory (RAM).

The exemplary embodiments of the present disclosure
may be implemented as program instructions executable by
a variety of computers and recorded on a computer readable
medium. The computer readable medium may include a
program instruction, a data file, a data structure, or a
combination thereof. The program instructions recorded on
the computer readable medium may be designed and con-
figured specifically for the present disclosure or can be
publicly known and available to those who are skilled in the
field of computer software.

Examples of the computer readable medium may include
a hardware device such as ROM, RAM, and flash memory,
which are specifically configured to store and execute the
program instructions. Examples of the program instructions
include machine codes made by, for example, a compiler, as
well as high-level language codes executable by a computer,
using an interpreter. The above exemplary hardware device
can be configured to operate as at least one software module
in order to perform the exemplary embodiments of the
present disclosure, and vice versa.

According to the present disclosure, traffic classification
can be automated by classifying network traffic through
machine learning.

In addition, according to the present disclosure, the pre-
cision of traffic classification can be improved by classifying
the network traffic through the machine learning.

What is claimed is:
1. A method of classifying traffic, the method comprising:
receiving flow data including information on flow;
performing scaling on the flow data;
generating input data by removing redundant data from
among the flow data on which the scaling is performed,
on the basis of correlation between the flow data; and
classifying, by an apparatus for classifying traffic per-
forming machine learning in advance, network traffic
on the basis of the input data,
wherein the machine learning is performed by:
generating the input data on the basis of the flow data on
which labeling is performed; and
extracting a learning sample on the basis of the input data,
wherein the extracting of the learning sample comprises:
acquiring a slope of each of the input data;
aligning the input data on a magnitude of the slope of each
of the input data;
extracting a portion of the input data from the input data
according to a preset ratio; and
extracting the learning sample on the basis of the input
data on which sampling is performed.
2. The method of claim 1, wherein the correlation is
acquired using a principal component analysis technique.
3. The method of claim 1, wherein the input data includes
a flow feature, the flow feature including at least one of
information on a point in time at which the flow arrives,
information on a starting position of the flow, and informa-
tion on a destination of the flow.
4. The method of claim 1, wherein the machine learning
is performed using an ensemble learning technique.
5. The method of claim 1, wherein the machine learning
is performed by:
generating learning data on the basis of the extracted
learning sample; and
performing the machine learning on the basis of the
learning data.
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6. The method of claim 5, wherein the generating of the
learning data comprises:
performing bundling on the learning sample; and
generating the learning data by merging the learning
sample on which the bundling is performed.
7. The method of claim 5, wherein the performing of the
machine learning comprises:
generating a learning model for performing the machine
learning;
classifying the learning data into a training set, a valida-
tion set, and a test set;
acquiring a weighting factor of the learning model on the
basis of the training set;
verifying the learning model on the validation set; and
testing the verified learning model using the test set.
8. An apparatus for classifying traffic, the apparatus
comprising:
a processor; and
amemory in which one or more commands to be executed
by the processor are stored,
wherein the one or more commands are executed in such
a manner as to receive flow data including information
on flow from a Software-defined Network (SDN), to
perform scaling on the flow data, to generate input data
by removing redundant data from among the flow data
on which the scaling is performed, on the basis of
correlation between the flow data, and to classify
network traffic on the basis of the input data by the
apparatus for classifying traffic performing machine
learning,
wherein the apparatus for classifying traffic generates the
input data on the basis of the flow data on which
labeling is performed and extracts a learning sample on
the basis of the input data, and
wherein the apparatus for classifying traffic acquires a
slope of each of the input data, aligns a flow feature on
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the basis of a magnitude of the slope of each of the
input data, measures a portion of the input data accord-
ing to a preset ratio, and measures the learning sample
on the basis of the input data on which sampling is
performed.

9. The apparatus of claim 8, wherein in a case where the
correlation is acquired, the one or more commands are
executed in such a manner as to acquire the correlation using
a principal component analysis technique.

10. The apparatus of claim 8, wherein the input data
comprises the flow feature,

wherein the one and more commands are executed in such

a manner that the flow feature includes at least one of
a flow feature for a point in time at which the flow
arrives, a flow feature for a starting position of the flow,
and a flow feature for a destination of the flow.

11. The apparatus of claim 8, wherein the apparatus for
classifying traffic performs the machine learning using an
ensemble learning technique.

12. The apparatus of claim 8, wherein the apparatus for
classifying traffic generates learning data on the basis of the
extracted learning sample, and performs the machining
learning on the basis of the learning data.

13. The apparatus of claim 12, wherein the apparatus for
classifying traffic performs bundling on the learning sample,
and generates the learning data by merging the learning
sample on which the bundling is performed.

14. The apparatus of claim 12, wherein the apparatus for
classifying traffic generates a learning model for performing
the machine learning, classifying the learning data into a
training set, a validation set, and a test set, acquiring a
weighting factor of the learning model on the basis of the
training set, verifying the learning model by the validation
set, and testing the verified learning model using the test set.
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