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Abstract

The Internet has become a critical communication infrastine which we are increasingly
reliant upon. As the world moves into a converged networkr&keice, video, and data are all
transmitted over the same network, disruption of the Irteoan cause more severe damage.
Therefore, it is critical in order to protect the Internedrfr potential service disruption to
ensure its continous functioning.

The Border Gateway Protocol (BGP) is the standard and otdy-ttomain routing protocol
used on the Internet. BGP discovers and maintains routifogniration used for transmitting
traffic across the Internet. Attacks on BGP will result irgluscale service disruption. Thus,
BGP is widely considered as a crucial component of the letanirastructure. In this report,
we study BGP security. Specifically, we study 1) the BGP mwolttand its real world opera-
tions; 2) BGP security vulnerabilities and threats; and @GFBsecurity mechanisms, including
S-BGP from BBN, soBGP from Cisco, and psBGP from Carletorvehsity. This report aims
to provide sufficient background information for undersiag BGP security issues, and to
better understand the differences between existing BGRigeproposals and the challenges
faced in the design and practical deployment of a more sé&@fe We also provide comments
regarding the role the government may play in helping to eskisecurity issues in BGP.
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1 Introduction

The Internet is becoming increasingly important to ourydi¥es. As new exciting Internet tech-
nology and services are being developed, more and moreidrzalicommunication services are
also being moved onto the Internet. As a result, we are bewpimcreasingly reliant on the In-
ternet, and decreasingly tolerant of network connectigityages. It is important to protect the
Internet in order to ensure its continuous healthy opematio

However, it is well-known that the Internet is not securentks to the wide spread of worms,
viruses, trojans. While many people start to realize sgcproblems caused by upper layer pro-
tocols (e.g., TCP) and software vulnerabilities (e.g.fdrubverflow), less people are aware of
potential damages which can be caused by exploiting sgawiberabilities of underlying Inter-
net routing protocols.

The Internet routing infrastructure consists of a large benof intermediate systems (i.e.,
routers), each of which runs routing protocols for autooadly discovering and maintaining rout-
ing tables. Routing tables are used for making decisionsoanthaffic should be forwarded over
which paths to reach their ultimate destinations. If a mgitable contains misinformation, wrong
routing decisions will be made and traffic flow will be affettté&Examples of consequences include
denial of service and man-in-the-middle attacks.

In this report, we study security issues related to the Bo@Geway Protocol [31], which is
an IETF standard and the only inter-domain routing protdaokexchanging routing information
between Autonomous Systems (ASes) on the Internet. Attaclk8GP can result in large scale
service disruption, and can also be used to facilitate mapeisticated attacks against other pro-
tocols. Therefore, BGP is widely considered by securityegtgpas one of the most important
systems on the Internet which should be secured.

Unlike many other protocols whose security problems canxaelfby changing the protocols
themselves, some security problems related to BGP resuit &feployment practices other than
the BGP protocol specification itself. Thus, fixing BGP poatbvulnerabilities does not solve
all BGP security problems. In addition, BGP is based on aadist vector approach in that each
router computes its own routing table based on the routibigs4t receives from its direct neigh-
bors. While this approach allows propagation of good relaidihainformation, it also facilitates
propagation of misinformation. For example, one misbatgwouter can poison the routing tables
of many others even though they may behave correctly.

This report focuses on operational aspects of BGP which ihigve impact on BGP security,
including IP address space allocation, AS business rekstiips, AS route exporting policies, and
BGP route selection algorithms. We examine in detail a nurabenportant threats against BGP
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may soon be, or are already, happening on the Internet. Wexaseples to show step by step how
a single misbehaving node can poison the routing tables af/rother nodes on the network. We
also show howprefix hijackingcan be used to facilita@dvanced spammingassword resetting
andphishing

We then outline a number of BGP security goals for counteidegtified threats. Three pro-
posals for securing BGP (S-BGP [19, 20], soBGP [37], and (R3B&5]) are then discussed and
compared against specified BGP security objectives. Weestighat psBGP has practical ad-
vantages over S-BGP and soBGP regarding IP prefix ownerghmification, because it offers a
distributed IP prefix registration model, i.e., each AS @&soa selected subset of its direct neigh-
bors to endorse its prefix assertions. In other words, eadle@iSters its IP prefixes both in its own
Prefix Assertion List (PAL) and in the PALs of a small numbedokct neighbors (e.g., service
providers). A prefix assertion made by X verifies succesgftilt is consistent with the assertion
made by one AS with which X chooses to register its prefixesafithges of the distributed prefix
registration model used by psBGP include: 1) it distriblieeprefix registration service across the
Internet and thus is more scalable and practical; and 2yésidient to a single point of failure.

The rest of the report is organized as follows. Section 2gyaverief overview of the Internet
and general routing protocols (e.g., distance vector arlddiate). Section 3 describes the BGP
protocol and real-world operations. BGP security threatsdiscussed in Section 4. In Sections
5 and 6, we respectively analyze and compare three prop&&8&P, soBGP, and psBGP) for
securing BGP. We conclude in Section 7.

2 Background - Routing Protocols

The Internet is a collection of a large humber of networksraggel by many Internet Service
Providers (ISPs). ISPs can be classified into differens tiersed on the sizes of their networks.
Tier-1 ISPsusually have national-wide backbone networkisr-2 ISPsmay have a state-wide
network; andier-3 ISPsmay have an even smaller network and usually provide Intexteess to
end users.

Due to the extremely large size of the Internet, a hieraathiouting approach has been
adopted. Logically, the Internet consists of a number of ASee Figure 1), each of which con-
sists of a number of routers under the same technical admaitie (e.g., using the same routing
policy). An AS is identified by a 16-bit integer (this may beenxded to 32 bits in the future), and
usually belongs to a single ISP. For example, AS 7018 beltm@S &T. However, one ISP may
own multiple ASes. For example, UUNET owns AS 701, 702, etc.



Figure 1: An example of the Internet

On the AS level, the Internet can be abstracted as a graphewahertex is an AS and an edge
is a BGP session between two ASes. BGP is the only inter-donoaiting protocol used on the
Internet for exchanging reachability information betweée®es. For example, in Figure 1, for a
computer in AS E to communicate with another computer in A&ss(gming the path E-A-D-H
is used), BGP sessions need to be established between H3AaAd D-H respectively.

Within an AS, a network graph consistsroluters(vertices) andetwork links(edges). Intra-
domain routing protocols (e.g., RIP, OSPF, IS-IS) are usedxXchanging reachability information
within an AS. For example, for a computer in AS B to communicate witbtlaer non-directly
connected computer located in the same AS, an intra-doneaiting protocol such as RIP, is
usually used to discover the path between the two compugirsh a path usually consists of a
number of routers, each of which runs RIP.

There are two popular approaches used by routing protodsisince vectoandlink state In
a distance vector routing protocol, each node maintainsigngtable consisting of a number of
vectors Each vector represents a route for a particular destimatiohe network, and is usually
measured by some distance metric (e.g., number of hopsatadstination. Each node periodi-
cally advertises its routing tables to its direct neighbarsd updates its own routing table based
on the advertisements received from others. Examples t@frdie vector routing protocols include
RIP and BGP.

In a link state routing protocol, each node advertises itk ftates to every other node in
the network by flooding Link State Advertisements (LSAs). IA®A usually consists of a link
identifier (e.g., a subset attached to a link), state of thle tost of the link, and neighbors of the
link. Every node receives the LSAs from every other node enrtetwork, and builds the same
link state database (which is a weighted graph as each edgsasiated with a cost). Each node
runs Dijkstra’s algorithm to compute a shortest path froselitto every other destination in the
network. OSPF and IS-IS are two popular link state routirajqaols.



3 BGP Protocol and Operation

In this section, we give a brief overview of the BGP protoaadl ats operational practice in real
world deployment, including IP address allocation, AS bass relationships, AS route exporting
policies, and BGP route selection algorithm.

3.1 Overview of BGP

BGP is an inter-domain routing protocol based on a distaectov approach. BGP speaker
establishes a session over TCP with its direct neighbochiages routing information with them,
and updates its own routing table based on the informaticgived from them. Unlike a simple
distance vector routing protocol (e.g., RIP) where a rosgtgaily has a simple metric (e.g., num-
ber of hops), a BGP route is associated with a number of ate#hand @est routes selected
among multiple routes to the same destination based on patigy. One notable route attribute
is AS_PATH, which consists of a sequence of ASes traversed by dhier Thus, BGP is often
referred to as @ath vectorrouting protocol.
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Figure 2: A BGP view of the Internet

We use Figure 2 to illustrate how BGP announcements propagabss a network. Suppose IP
prefix 15.0.0.0/8 (abbreviated 15/8) is allocated to AS &(Section 3.2.1 for IP address allocation
practice). To allow other ASes to send traffic to 15/8, AS latiges (15/8, 1) to AS G. (15/8,
) is a selected portion of BGP update messagehich consists of Network Layer Reachability
Information (NLRI) and a number of attributes (e.g., R8TH) associated with the NLRI. In this
example, NLRI is 15/8 and A®ATH consists of AS I.

When AS G receives (15/8, 1), a sequence of operations wikthfggied to (15/8, I). They
include application of route importing policies, a routéeséion algorithm, route exporting po-
lices, and route transformation. We consider the simple tzat (15/8, I) passes AS G’s importing



polices, is selected as the best route to 15/8, and passesARgorting policies. AS G then trans-
forms (15/8, 1) to (15/8, G-I) by inserting its own AS numbatd the ASPATH and announces
the transformed route to its direct neighbor AS C.

The above process is repeated by every AS receiving the. rauémtually, AS J receives route
(15/8, H-D-C-G-I). This route allows AS J to send traffic tod85and J expects traffic will reach
15/8 via ASPATH H-D-C-G-I. However, there is no guarantee that H-D-&-@ill be the path
traversed by traffic from AS J to 15/8 because each forwardawsion on the Internet is done
on a hop-by-hop basis. In other words, AS J has no control lnmerother ASes will forward its
traffic.

If every AS announces its IP address space through BGP,taétdnternet reaches a conver-
gence state, every other AS will have a route for reachingroffies’ IP address space. This
effectively builds a routing infrastructure allowing foommunications across the Internet.

3.2 BGP Operational Practice

Here we discuss some BGP operational practices which ardestcope of BGP protocol speci-
fication [31] but are nonetheless important to BGP security.

3.2.1 IP Address Allocation

The Internet Assigned Number Authority (IANA) [16] is thenteal authority of the whole IP
address space. When the Internet was small, any orgamzadidd apply directly to IANA for

a block of IP address space (or IP prefix). As the Internet gitelbecame obvious that a sin-
gle authority could not handle the extremely large numbdPadddress requests. As a result, a
hierarchical structure was developed for IP address dlmta

On the top level, IANA is still the central authority of IP agds space. On the second level,
four Regional Internet Registries (RIRs) have been creatsch of which is responsible for IP ad-
dress allocation in a particular geographic location. Téey the American Registry for Internet
Numbers (ARIN —www.arin.net), Reseaux IP Europeens (RIREm.ripe.net), Asia Pacific Net-
work Information Centre (APNIC — www.apnic.net), and Lafimerican and Caribbean Internet
Addresses Registry (LACNIC — www.lacnic.net).

A large ISP (e.g., tier-1) may apply for an IP address spactlly from an RIR, and then
delegate a portion of that address space to a downstreamesg@novider (e.g., tier-2). A sub-
scriber (i.e., an organization having access to the Intdmnenot providing Internet access service
to others) may obtain IP address space directly from a ti&Plor from a smaller ISP. IP address



space delegation among ISPs and subscribers is mainlyndolyédusiness relationships. There
is no mandated policy dictating who should get IP addressesfram whom. In addition, a sub-
scriber obtaining IP address space from one ISP may buytésiet access service from another
ISP. For example, a subscriber may obtain IP address spanedT&T but connect to the Internet
via Sprint.

Currently, about 180,000 IP prefixes are announced thro@fh Blowever, it is not clear on the
Internet-wide which IP prefixes have been delegated to wdriganizations via which ISPs. While
some route registries (e.g., the Internet Routing Regstriwww.irr.net) may attempt to maintain
such information, it is usually out of date. The consenstlsslANA and the RIRs are responsible
for initial IP address delegation, but not for keeping tra¢Kurther delegation among ISPs and
subscribers. To quote from a study by Atkinson and Floyd [Bpehalf of the Internet Architecture
Board (IAB): “a recurring challenge with any form of inter-domain routiagthentication is that
there is no single completely accurate source of truth aladuth organizations have the authority
to advertise which address blo¢ks

3.2.2 AS Business Relationships

ASes on the Internet can be roughly classified into threegoaites: astub-AShas only one con-
nection to other ASes; multihomed-A%as more than one connection to other ASes, but is not
designed to carry traffic for other ASes (e.g., for the puepokload balance or backup); and a
transit-AShas more than one connection to other ASes, and is desigmedrjotraffic for others.

Business relationships usually exist between two neighb@Ses. These are mainly derived
from the cost model adopted on the Internet. The Internetahdifferent cost model than the
traditional telephony industry in that: 1) users usually fiaed subscription fees (e.g., a flat
monthly fee) for their Internet access while paying tollaiservice on a per transaction basis;
2) both the caller and the callee of an Internet transaceanp,(a TCP connection) pay their own
portion of cost, assuming each transaction incurres ainextat; while for a voice transaction, it
is usually the caller that pays the whole cost.

The cost model reflects the hierarchical structure of therht. At the bottom are subscribers
who pay their service providers for the Internet access. klmmp bottom-up, smaller service
providers usually pay larger service providers for coningcthrough them to the Internet. At
the core of the Internet, a small number of large ISPs haverpidionships and do not pay each
other for accessing the others’ networks. Two small ISPs atsy establish a peer relationship to
allow “quick” access among their customers without goingtigh the core Internet.

To summarize, there are usually four types of AS businesdioakhips [15, 9]:customer-



to-provider, provider-to-customerpeer-to-peer andsibling-to-sibling A customer AS usually
pays a provider AS for accessing the rest of the Internet.ekample, a stub-AS is very likely a
customer of the AS it connects to. Two peer ASes usually fiatlitlhs mutually beneficial to allow
each other to have access to their customers. Two sibling A&eusually owned by a common
organization and allow each other to have access to thefrdst internet.

<---» sibling-to-sibling
-«—» peer-to-peer
—m costomer-to-provider

Figure 3:A simple AS topology with different types of AS relationskip

In Figure 3, ASes A, B, C, and D may attach to a Network AccesatRblAP), and form
peer-to-peer relationships between each other. Each atsa Hirect customer, i.e., ASes E, F, G,
and H are the direct customers of ASes A, B, C and D respegtitd G has a customer AS |, and
AS H has a customer AS J. AS F and H may be owned by the same |SiRedotated in different
geographic locations, and they form a sibling-to-siblialgationship.

3.2.3 BGP Route Exporting Policy

As discussed in Section 3.1, a BGP update message needs thiqmagih a number of steps before
being further propagated to a next AS. One step is to chede mxporting policies. While one
AS might have a high degree of freedom in defining its own dge@ute exporting policies (e.qg.,
for traffic engineering purposes), there are some geneled mhich should be obeyed. These
rules are mainly derived from AS business relationshipd,ame summarized below (see [15, 9]
for further discussion):

e customer-to-providera customer AS | of AS J exports to AS J its own routes and thegsou
it has learned from its customers. This exporting policpwai AS J to further propagate
routes destined to AS | and all of its customers (includisgciistomers’ customers). The
ultimate goal for AS | is to receive from AS J traffic destinedtself or its customers.
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e provider-to-customera provider AS J of AS | exports to AS I its full routing tablesclud-
ing its own routes, the routes it has learned from custonpeosjders, peers, and siblings.
This allows AS | to send to AS J traffic destined to the rest efititernet.

e peer-to-peera peer AS | of AS J exports to AS J its own routes and the routessilearned
from its customers. A peer relationship is symmetric, th&JAs also a peer of AS I. This
allows AS J to send to AS | traffic destined to AS | and its cugtsnand vice versa.

¢ sibling-to-sibling a sibling AS | of AS J exports to AS J its full routing tablesciuding its
own routes, the routes it has learned from its customeryjges, peers, and siblings. A
sibling relationship is symmetric, thus AS J is also a silpli AS |. This allows two sibling
ASes to access through each other the rest of the Internet.

3.2.4 BGP Route Selection Process

The BGP specification (s€® in [31]) defines some basic rules for selecting the mosepabéte
route among a set of routes for a common destination. Inipegd larger set of route selection
rules are usually implemented. For example,_R&TH is not mandated to be used as part of
a route selection process by the BGP specification. Howévisr,commonly used in practice,
e.g., by Cisco 10S. Here we summarize a list of route seleatites with an order of decreased
preference:

1. Select the route with the highest degree of preferencefef@nce values are configurable
based on local policy, and are usually assigned to routes éssigning LOCALPREF val-
ues during the route importing process) based on the bissiakgionship with the advertis-
ing AS. For example, a higher LOCABREF value is usually assigned to routes received
from a customer AS than a provider or a peer.

2. Select the route with the shortest £8TH if all routes have the same preference value.

3. Select the route with the lowest MULHEXIT _DISC among those with the same NEXTOP.
MULTI _EXIT _DISC is used by an advertising AS to influence which link inbatraffic will
be received. (explain more about MED)

4. Select the route with the lowest cost to the NEMDP of that route. The cost to the
NEXT_HOP is determined by an intra-domain routing protocol,,&O&PF.

5. Select the route advertised by a BGP speaker with the td3@R identifier.
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4 BGP Security Threats

In this section, we discuss a number of BGP security thr&gésstart with an overview of potential
threat sources and malicious actions an adversary maydakeaick BGP. We then focus on two
serious falsification attacks.

4.1 Sources of Threats

BGP is based on TCP and IP. Thus, it is vulnerable to all teraghinst its underlying protocols.
For example, BGP is vulnerable to a TCP Reset attack [] whashresult in significant Internet
instability. BGP best practices [] may help mitigate thdseats. Here we consider threats against
the BGP protocol itself.

BGP faces threats from both BGP speakers and BGP sessi@enBi@ggee 4). For example, a
BGP speaker may be compromised (e.g., by exploiting softi¥aws), misconfigured (mistakenly
or intentionally), or unauthorized (e.g., by exploiting &B peer authentication vulnerability).
An attacker can also set up its own BGP speaker and connextthietInternet by purchasing
connection service from a sloppy ISP (this is indeed hapygeon the Internet []). In addition, a
BGP session may be compromised or unauthorized.

unauthorized

Figure 4: Sources of threats against BGP

4.2 Malicious Actions

Attacks against BGRontrol messageésee next paragraph) include, for examptegdification,
insertion, deletion, exposurandreplayingof messages. In this report, we focus on modification
and insertion (hereaftéalsification[4]) of BGP control messages. Deletion appears indistisigui
able from legitimate route filtering. Exposure might compise confidentiality of BGP control
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messages, which may or may not be a major concern [4]. Reyjagia serious threat, which
can be handled by setting expiration time for a message; Vewteseems challenging to find an
appropriate value for an expiration time [].

There are four types of BGP control messages: OPEN, KEEPELNOTIFICATION, and
UPDATE. The first three are used for establishing and maimtgiBGP sessions with neighbors,
and falsification of them will very likely result in sessioisduption. These messages, along with
underlying transport mechanisms (e.g., TCP) can be pextdry a point-to-point authentication
protocol, e.g., IPsec [17]. We concentrate on falsificatbBGP UPDATE messages (hereafter,
we refrain from capitalizing update as UPDATE) which camyer-domain routing information
and are used for building up routing tables.

A BGP update message consists of three parts: withdrawespoetwork layer reachability
information (NLRI), and path attributes (e.g., ATH, LOCAL_PREF, etc.). A route should
only be withdrawn by a party which had previously announted toute. Otherwise, a malicious
entity could cause service disruption by withdrawing aeouhich is actually in service. Digitally
signing BGP update messages allows one to verify if a parsythe right to withdraw a route.
Here we examine in detail falsification of NLRI and one of thesmimportant route attributes
— AS_PATH. Other route attributes (e.g., LOCARREF, COMMUNITY, etc) are also important.
However, they are either non-transitive (i.e., not propagideyond an AS) or transitive but static
(i.e., unchanged when being propagated between ASes), fhaysare easy to protect.

{158 E} | |’|-'_J‘j.-j‘*-|- ! [15/8,B-A-E)
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Figure 5: An AS topology with attackers

|
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4.3 Falsification of NLRI

NLRI consists of a set of IP prefixes sharing the same charsitts as described by the path
attributes. NLRI is falsified if an AS originates a prefix natreed by that AS, or aggregated
improperly from other routes. Falsification of NLRI is ofteeferred to aprefix hijacking and can
cause serious consequences including denial of servicemanen-the-middle (MITM) attacks.

We assume that the network has converged on 15/8, i.e., A%Inas a route to 15/8 (see Table
1). We use Figure 5 to illustrate how an attacker controlfirgGP speaker in AS E (i.e., the router
establishing a BGP session with AS A) might hijack 15/8 whghllocated to AS |.

| AS | Route to 15/8 | AS | Route to 15/8 |

A | (15/8, C-G-I) F | (15/8, B-C-G-I)

B | (15/8, C-G-I) G | (15/8,1)

C | (15/8, G-I) H | (15/8, D-C-G-I)

D | (15/8, C-G-I) | | direct route

E | (15/8, A-C-G-I)| J | (15/8, H-D-C-G-I)

Table 1: Routes to 15/8 from each AS

(AS E) This AS configures a BGP speaker under its control teedbe route (15/8, E) to AS A.
Since 15/8 isnot allocated to AS E (it is allocated to AS 1), it is illegitineafor AS E to
originate route (15/8, E). However, an attacker does natipjathe rules.

(AS A) After receiving (15/8, E), AS A may have two distinctutes to destination 15/8: (15/8,
E) and (15/8, C-G-1). AS A will select as preferable one ofsthe@ising the route selection
process as described #3.2.4. Assume that AS A implements a common policy that a
customer route is preferred over a provider route or a pageroln other words, among
a set of routes with the same destination prefix, the routeived from a customer AS is
preferred over those received from a provider or a peer A8sT{15/8, E) is preferred over
(15/8, C-G-I) since AS E is a customer of AS A and AS C is a peek®fA. As a result,
(15/8, E) is installed on E’s routing table, aA& routing table is poisoned

Since (15/8, E) is learned from A's customer, AS E will alseadyertise it as (15/8, A-E) to
AS B and AS C (se&3.2.3 for peer-to-peer route exporting policy).

(AS C) After receiving (15/8, E), AS C will compare it with (&5 G-I). Assume that AS C imple-
ments a common policy that a customer route is preferred ay@ovider route or a peer
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route. Since AS G is a customer of AS C and AS B is a peer, (15 vl be selected.
Thus,C’s routing table isnot poisoned

(AS B) When AS B receives (15/8, A-E), it will compare it withg/8, C-G-1) assuming (15/8, C-
G-1) has been received from AS C. Since AS B has a peer refdtiprwith both AS A and
C, the preference values assigned to the two routes mighelsaime. Thus, the second rule
in the route selection process (§8.2.4) will be applied, favoring the shorter AATH. So
(15/8, A-E) will be selectedB’s routing table is poisoned

AS B will also propagate (15/8, B-A-E) to AS F and H becausg #re his customers (see
§3.2.3 for provider-to-customer route exporting policy).owever, AS B will not propa-
gate this route to AS C and D because they are his peer$3s2@8 for peer-to-peer route
exporting policy).

(AS F) After receiving (15/8, B-A-E), AS F uses it to replate texisting route to 15/8, i.e., (15/8,
B-C-G-I) without going through route selection processause in BGP, a new route will
always replace an old one for the same destination if theyemegved from the same source
(e.g., AS B in this case}’s routing table is poisoned

(AS H) After receiving (15/8, B-A-E) from AS B, AS F needs torapare it with (15/8, D-C-G-I).
If we suppose the link H-D is a primary link and link H-B is a kap one (e.g., H-D is
more cost effective than H-B), then AS F will assign a high@f@rence value to the routes
received from H than those from B. AS a result, (15/8, B-A4€hot selectedH’s routing
table isnot poisoned

After the above process, the routing tables of ASes A, B antefpaisoned and the routing
tables of ASes G, C, D, H, J ar®t poisoned (see Table 2). As a result, traffic destined t8 15/
and initiated from ASes A, B, and F will be forwarded to AS Et twthe real address owner AS
l. In other words, prefix 15/8 has behliackedfrom AS | from the view point of some part of the
network.

Prefix hijacking can be used to facilitate many types of &gamcludingdenial of service,
man-in-the-middle (MITM)or service hijackinge.g., email). While service hijacking will always
deny the service of a real address holder, it also has theopeirpf impersonation thus causing
not just disruption. Therefore, it could cause more sermusequences. Here we present three
types of attacks using service hijackirgpamminginterception of password Reset messagesl
Phishing The first two attacks described here are related to emaiésanpersonation, and the
third attack is related to web server impersonation.
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| AS | Route to 15/8 | AS | Route to 15/8 |

A | (15/8, C-G-I)— (15/8,E) F | (15/8, B-C-G-I)— (15/8, B-A-E)
B | (15/8, C-G-I)— (15/8, A-E) | G | (15/8, 1)

C | (15/8, G-I) H | (15/8, D-C-G-I)

D | (15/8, C-G-I) | | direct route

E | (15/8, A-C-G-I) J | (15/8, H-D-C-G-I)

Table 2: Routes to 15/8 from each AS after the attack

4.3.1 Advanced Spamming

Recently, falsification of NLRI might have been used by spammnto facilitate advanced spam-
ming [6]. Here we describe how spammers can use prefix hijgdki bypass some email authen-
tication mechanisms. We first give an overview of the SimplkalMransfer Protocol (SMTP),
then introduce how a sender address can be spoofed, folloywadescription of a proposed email
authentication mechanism. Finally, we show how to use es®ailer hijacking to bypass email
authentication.

SMTP Basics Figure 6 illustrates the SMTP message flow between an atigigpg SMTP
server “alice.com” and a receiving SMTP server “bob.com’delivering an email message from
“x1@alice.com” to “yl@bob.com”. Note the sender addrescHied by the SMTP command
“HELO” and “MAIL FROM” can be forged to an arbitrary addre$shob.com” does not employ
any authentication mechanism. This is exactly the vulnbtabxploited by spammers.

Sender Address Spoofing A spammer usually sends a large number of people unsalicite
emails with spoofed sender addresses. Since SMTP does nifgtthe authenticity of an origi-
nating party’s domain name, a spammer can use a single SMJiRee(e.g., running on a com-
promised PC) to send out spams with arbitrary sender adsreBggure 7 shows how an attacker
sends out spams from “attack.com” to “bob.com” using “atioen” as the sender domain.

Email Authentication. A number of mechanisms have been proposed for fighting spgms
authenticating sender addresses. Sender Policy Fram¢8BH) [23] is a popular proposal which
has been adopted by some organizations. SPF requires ardamaing SMTP servers to publish
in DNS the identities (e.g., IP addresses) of its authorzatgoing SMTP servers. An SMTP
server implementing SPF can verify the authenticity of adseraddress (i.e., the domain name
in the MAIL FROM field) by checking the consistency betweea tR address of an originating
SMTP server and the IP addresses of the authorized SMTRs@uwaished by the sender domain.

For example in Figure 7, “alice.com” publishes in DNS 1521%.as the IP address of its au-
thorized outgoing email server. Upon receiving from “gttaom” the SMTP commands “HELO
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mail client
x1@alice.com

mail client
yl@bob.com

' SMTP Server SMTP Server ,
i alice.com bob.com H
i 15.15.2.7 10.10.1.8 '

Telnet bob.com 25
220 bob.com

HELO ( alice.com
250 OK

MAIL FROM: (x1@alice.com

250 OK

mail client mail client
xn@alice.com yn@bob.com

_—Can be forged!

RCPT TO: y1@bob.com
250 OK

DATA
354 Enter msg

bla bla bla (msg body)
250 OK

QuIT

Figure 6: SMTP message flow

SMTP Server
alice.com
15.15.2.7

SMTP Server
attack.com
20.20.3.6

SMTP Server
bob.com
10.10.1.8

Telnet bob.com 25
220 bob.com

HELO "
250 OK | _—forged!!!

MAIL FROM: (' x1@alice. co@}

250 OK
RCPT TO: y1@bob.com
250 OK

DATA
354 Enter msg

alice. col

Y1 - you win a lottery!
250 OK

QuIT

Figure 7. Spamming - sender address spoofing
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alice.com” (which may be omitted by a sender) or “MAIL FROMica.com”, the SMTP server
in “bob.com” verifies the sender IP address “20.20.3.6” msfathe IP address of the authorized
SMTP server published by “alice.com” which is “15.15.2.7’Since they are inconsistent, the
SMTP server in “bob.com” will detect that this email is ongted by an unauthorized party (or
with a spoofed sender address), thus will NOT accept it. éingvdomain adopts this mechanism,
it is expected that a significant amount of spams will be detkand dropped.

Defeating Email Authentication. However, authentication mechanisms such as SPF can be
defeated by prefix hijacking. A spammer who wants to send patns using the domain name
“alice.com” can hijack the IP address space containing thieaized IP addresses published by
“alice.com”. For example, the spammer with control of a B@eaker can announce routes for
prefix 15.15.2.0/24, and set up a SMTP server with IP “15.75.Z his allows the spammer to use
the hijacked IP address “15.15.2.7” to establish SMTP cotmes with “bob.com” and send out
spams using 'alice.com’ as the domain of the sender addEasail authentication mechanisms
such as SPF will not be able to detect this type of spamminigclpany authentication mechanism
based only on IP address can be defeated by prefix hijacking.

4.3.2 Interception of Password Reset Messages

One possible attack using prefix hijacking is to interceptspard reset messagdsr gaining
illegitimate access to other people’s email accounts. Aitieal way of doing this is to crack
the password of a victim account by either offline or onlingtidhary attacks. Offline dictionary
attack usually requires access to the password database/éc/passwd in Unix) which may
not be possible. Online dictionary attack usually involaesomatic logon retries with candidate
passwords (e.g., chosen from a dictionary). Since somel ex@aiice providers have adopted
reverse Turing tests to defeat automatic logon retriegabmes more difficult for online dictionary
attack to succeed.

However, many email services provide “user-friendly” feat to allow users to reset their
passwords in the case they forget them. When a link such agotfgour password” is clicked, a
password reset message is sent to another email accourgl{raamckup email account) associated
with the account whose password has been forgot (namelyapyigmail account). A backup
email address is usually asked by many email service prowvide authentication purpose such
as receiving password reset message. A password resetgmessg contain an automatically

To publish the IP addresses of authorized email serversyaitimeeds to add new records, namely SPF records,
into its DNS records. A verifier can then lookup DNS for an SB€ord to obtain the IP address of the authorized
email server for a particular domain.

2This attack was mentioned to us by Dan Boneh during a conensat NDSS'05.
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generated new password, or a link pointing to a page wheragéecan type in a new password
without being asked for the old password.

The assumption made here is that a backup email addresyiaamdssible to its owner. This
assumption usually holds since an email account is usuakgword protected and it appears
difficult to intercept an email message if an attacker dogshawe access to the communication
paths: 1) from the mail server originating a message to thesmiver receiving it, and 2) from the
mail client retrieving the message to the mail server sgpitin

However, such an assumption will loose ground if an attacker manipulate BGP to hi-
jack IP prefixes. Suppose a user has a primary email addrég@dhkce.com”, and the backup
email address associated with this account is “x1@bob.cofi attacker may gain access to
“x1@alice.com” by performing the following steps:

1) looking up the IP address of the email server of “bob.coe( by looking up the MX
record of “bob.com” in DNS), which is 10.10.1.8 (see Figuyg 7

2) hijacking 10.10.1.8 by announcing a BGP route for the pr.10.1/24, assuming that
10.10.1/24 is the most specific prefix on the network;

3) requesting password reset for “x1@alice.com”;

4) intercepting the password reset message sent from ‘@bice to “x1@bob.com”, e.g., by
setting up an email server with the IP address 10.10.1.8ceStime IP prefix containing
10.10.1.8 has been hijacked, the password reset messade wént to the attacker instead
of the legitimate mail server of “bob.com”.

5) resetting the password for “x1@alice.com” by followimgiructions in the intercepted pass-
word reset message. As a result, the attacker gains acceds@alice.com”.

While some online service providers (e.g., Expedia) magpicrequests for password resets
without asking for any additional information (except theetid of the account being reset for
password), many (e.g., Yahoo) do take additional stepsddfying identities. In other words,
additional information is often required to show that yoalkeare the owner of the account whose
password will be reset. For example, Yahoo asks for a datéthfénd a postal code, and Ebay
asks for a postal code and a phone number. Gmail asks foratbegan a picture for countering
automatic password reset attacks, but not for identityfieation. However, most information
requested for countering identity theft could be obtaimed,, by social engineering. Thus another
risk that results from prefix hijacking is that it enables #aek which results in the interception
of password reset messages.
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4.3.3 Phishing

A primary objective ofphishingis to steal people’s confidential information, e.g., creditd num-
bers, social insurance numbers, date of birth, home adelreste. so that they can be used directly
or indirectly (sold to a third party) for financial benefit. Aigher usually sends out spams to a
large number of people using well-known sender addressgs {fee email address of the security
team of a well-known bank) to ask a recipient to reset its astby going to a spammer-controlled
website and filling in confidential information. The link tdraudulent website can be a numeric
IP address, an irrelevant domain name, or a domain name weifgsto the real one of a claimed
organization. The URL which a potential victim sees dispthynay also be entirely different than
the URL linked to in underlying html. However, a careful usgay be able to find the discrepancy
and thus avoid being fooled. The legitimate domain name ok O&h also be used if its DNS
record on a victim machine (i.e., the machine from which a gBeks the link) is changed (poi-
soned) to the IP address of the fraudulent website. Agaiareful user may still be able to notice
the trick.

To use the legitimate domain or URL of a claimed organizatioa phishing email without
poisoning a DNS record, a phisher can hijack the IP addressespf that organization and set up
a fraudulent website using the IP address of the legitimatesite. In this way, it will be difficult
(essentially impossible) for a user to distinguish a plmghhessage from a real message (i.e., a
message indeed sent by the organization in question). AsrshioFigure 5, some ASes (more
precisely the routing tables of BGP speakers in some ASegnisbe poisoned by a bogus prefix
announcement, depending on their locations and relevatingppolicies. Thus, users located in
these ASes may go to the real website by clicking the link irhislopng email. However, some
ASes may be poisoned and their users will face the risk ofgogimshed.

4.4 Falsification of ASPATH

There are two types of ABPATH: AS. SEQUENCE and ASSET. An ASPATH of type ASSEQUENCE
consists of an ordered list of ASes traversed by the routaestipn. An ASPATH of type ASSET
consists of an unordered list of ASes, sometimes created mindtiple routes are aggregated. Due
to space limitations, we focus on the security of AEQUENCE. (Note: ASSET is less widely
used on the Internet. For example, as of August 1, 2004, dhlgf27 884 ASes originated.7

of 161 796 prefixes with ASSET.) An ASPATH is falsifiedif an AS or any other entity illegally
operates on an ABPATH, e.g., inserting a wrong AS number, deleting or modifyan AS number

on the path, etc. Since ABATH is used for detecting routing loops and used by routectiein
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processes, falsification of ABATH can result in routing loops or selecting routes not el
otherwise.

10.0.0.0/8

Figure 8: Changing traffic flow by A®ATH falsification

We use Figure 8 to illustrate how an attacker might influemaéi¢ flow by manipulating
AS_PATH. Suppose AS H multi-homes with D and B; H-D is a primankland H-B is a backup
link. In the normal situation, traffic destined to AS H and Hdisstomers (e.g., AS J) should go
through link H-D. When H-D fails, H-B should then be used. thiave this traffic engineering
objective, AS H can legitimately utilize ABATH to influence other ASes’ routing decisions. For
example, AS H announces (10/8, H-J) to AS D (normal BGP ojmrgtbut (10/8, H-H-H-J) to
AS B (this is a legitimate traffic engineering technique)tekithe network converges on 10/8, all
traffic to 10/8 will be forwarded over link D-H to AS H (see Tal8).

However, B can attract traffic destined to 10/8 by announaingute to 10/8 with a fraudulent
AS_PATH, e.g., (10/8, B-J). Note the ABATH B-J is shorter than B-H-H-H-J which is supposed
to be advertised by B. As a result, other ASes may select thie to 10/8 which goes through
AS B. See Table 3 for details of route changes. To summaria#ictflow can be changed by
falsification of ASPATH.

5 BGP Security Mechanisms

We first summarize a number of security goals for BGP ande¢tetm to the BGP security threats
presented in Section 4. We then discuss security mechamidopted by each of the three BGP
security proposals (S-BGP, soBGP, and psBGP) and show hedwoéthem achieves these security
goals.
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| AS | Route to 10/& | AS | Route to 10/& |

A | (10/8, D-H-J)— (10/8,B-J) F | (10/8, B-H-H-H-J)— (10/8, B-J)

B | (10/8, H-H-H-J)— (10/8, H-J) G | (10/8, C-D-H-J)— (10/8, C-B-J)

C | (10/8, D-H-J)— (10/8, B-J) H | (10/8, J)

D | (10/8, H-J) | | (10/8, G-C-D-H-J)— (10/8, G-C-B-J)
E | (10/8, A-D-H-J)— (10/8, A-B-J) | J | directroute

Table 3: Routes to 10/8 from each AS before and after B anresufraudulent (10/8, B-J).
T - Note the “after” route as listed herein may not actuallyséexi

5.1 BGP Security Goals

BGP is a distributed communication protocol which facegals from both outsiders and insid-
ers. Outsiders include unauthorized BGP speakers and comged links, and insiders include
compromised authorized BGP speakers (see Figure 4). Tereutsider attacks, data origin au-
thentication which includes data integrity [24] can be udédppears difficult, if not impossible,
to prevent insider attacks since: 1) an authorized BGP gpeaky run flawed software and can
be compromised by an attacker by exploiting software vabiity; 2) a legitimate person with
access to an authorized BGP speaker may be malicious; amda@itlaorized BGP speaker might
be misconfigured. Thus, the ultimate goal here is NOT to prewesider attacks from happening
but to contain their damages. Particularly, fraudulent B{pEate messages should be detected
and discarded so that routing tables of well-behaved BGRBk&ps are not poisoned.

We summarize five security goals for BGP (cf. [19, 20]). G1 &Rirelate to data origin
authentication, G3 to data integrity, and G4 and G5 to thenety of BGP messages. G1, G2,
and G3 can prevent outsider attacks. G4 and G5 can respggaomain insider attack damages
caused by falsifications of NLRI (see 4.3) and of R&TH (see 4.4).

G1. (AS Number Authenticationlt must be verifiable that an entity using an AS numbeas
its own is in fact an authorized representative of the AS tactvla recognized AS number
authority assigned,.

G2. (BGP Speaker Authenticationf must be verifiable that a BGP speaker, which asserts an
association with an AS numbey, has been authorized by the AS to whigtwas assigned
by a recognized AS number authority.

G3. (Data Integrity)It must be verifiable that a BGP message has not been illegaltified en
route.
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G4. (Prefix Origination Verification)Ilt must be verifiable that it is proper for an AS to originate
an IP prefix. More specifically, it is proper for ASto originate prefixf if 1) f is delegated
to s; by an authoritative party; or 2) is aggregated from a sétof prefixes such that C F'.

G5. (AS Path Verification)t must be verifiable that an ABATH (p, = [s1, o, - . ., sx]) of a BGP
route (f, p) is originated bys;, and has traversed through . . ., s, in order. In addition,
it must be verifiable that for all < i < k, advertising(f, p;) to s, by s; does not violate
s;'s route exporting policy as determined by the businesgioglship betweers; ands;,
(cf. 3.2.3).

5.2 BGP Security Proposals

Many solutions (e.g., [33, 10, 2, 14]) have been proposesgdouring BGP. Here we describe three
BGP security proposals: S-BGP [19, 20], soBGP [37], and (RES5].

5.2.1 Secure BGP (S-BGP)

S-BGP proposes use of two strict hierarchical PKIs and attechanisms (e.g., IPsec [17]) for
securing BGP. The proposed S-BGP PKils are parallel to thsiegiallocation and delegation
systems for AS numbers and IP address space. A single Cadifiuthority (CA) rooted at
IANA/ICANN was initially proposed for S-BGP, but it evolvetd multiple CAs rooted at four
RIRs due to political sensibility and security considerai. We use T to denote a trusted CA (i.e.,
an RIR).

There are many types of certificates in S-BGP. An organimaXiavhich obtains IP address
space and AS numbers directly from an RIR, will be issuedatewing certificated;

¢ Organization Public Key Certificatesbinding a public key X x) to X signed by T, denoted

e Address Delegation Certificates binding IP prefixesfy to X signed by T, denoted by
(vaX)T;

e AS Number Delegation Certificatesinding an AS number (or more) to X signed by T,
denoted by(sx, X)r.

To patrticipate in the inter-domain routing, issues the following certificates or attestations:

3For convenience of presentation, certificate names usechhay differ from those used in the S-BGP literature.
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e Router Public Key Certificate binding a public keyK, to a BGP speaker and an AS
numbersx signed byX usingK x, denoted bY K, sx, y) k;

e Address Attestation binding IP prefixeg'y or a subset of y to an AS numberqx) signed
by X, denoted by( fx, sx)ky;

¢ Route Attestation binding IP prefixeg; to an ASPATH p; (along with other path attributes)
signed by a BGP speakgr For sake of simplicity, we only consider ABATH here, thus a
Route Attestation can be denoted {9y, p;) ., -

With all these certificates, we now show how a BGP speakerwaroes and verifies a route in
S-BGP. Letry be a BGP speaker, representing ASowned by organizatioX. Let fy be an IP
prefix allocated toX by an RIR, and assigned By to AS sy. We use a simple topology consisting
three ASes:yx, sy ands; owned by organization&’, Y, andZ respectively.sx connects toy
which also connects tg,. For simplicity, we assume that each AS has one BGP speaker.

Route Announcement ry originates and signs a rout¢y, sx),,, and forwards it to its
neighboring BGP speakek- representing ASy. ry verifies the received route (see next para-
graph). If the route verification succeeds,forwards the route to its neighboring BGP speaker
representing AS . ry needs to send toy:

e (fx,sx)r —the signed route, received fromry; and
e (fx,sx-sy)r — the route with updated ABATH and signed by, .

Route Verification. Upon receiving fx, sx-sy )., rz performs the following verifications:

e Is the first AS on the ASPATH, sy, authorized to originate IP prefiky? Prefix origin
verification succeeds if there exist the following validtiferates:

(Kx, X)r, (fx, X)7, (5x, X)7, (fx, 8%) Ky

e Is an AS on the ASPATH authorized by the previous AS to further propagate thea? In
this example, iy authorized by to further propagate the route? The RBTH sy-sy
verifies successfully if there exists a route attestatjon sx),, . Of course, it must first be
verified that BGP speaker, has been authorized by organizati&rto represent ASy.

3For simplicity, here we do not consider IP prefix delegatiotoag organizations. For examplg,can delegate a
prefix f; which is a portion of its allocated prefic to another organization Y by issuing a certificatigh, V) x.
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S-BGP is one of the earliest BGP security proposals, andisginly the most concrete one. It
provides a strong guarantee of prefix origin verification ASIPATH integrity. However, it has
the following drawbacks:

1. the proposed S-BGP PKIls are complex and unscalable,rtipractical;
2. AS_PATH verification is computational expensive; and
3. AS_PATH verification cannot detect violation of route expogtimolicy.

To quote from an IAB study [3]: “Unfortunately, the S-BGP posal is an example of a good
research product that has significant unresolved deployomatienges”.

5.2.2 Secure Origin BGP (soBGP)

soBGP [37] proposes use of a web-of-trust model for autbatitig AS public keys and a hierar-
chical structure for verifying IP prefix ownership. Each A&ha public key certificate, binding an
AS number with a public key, signed by a “trusted” public K&g.bootstrap trust, a small number
of “root public key certificates” are distributed using aftband mechanisms. Some tier-1 ISPs
and well-known authentication service providers (e.grisign) are suggested to be candidates
of trusted public key certificate authorities. An AS with agted AS public key certificate (e.g.,
signed by a trusted CA) may further sign a public key certiidar another AS, thus naturally
forming a web-of-trust model. While a web-of-trust modes Istrong proponents for authenticat-
ing user public keys within the technical PGP community [39lvould appear to be less suitable
for authenticating public keys of ASes which are identifigdAs numbers strictly controlled by
IANA; thus it is questionable if any entity other than IANA@hid be trusted for signing AS public
key certificates.

With respect to IP prefix ownership verification, SO BGP makes of a strictly hierarchical
structure similar to that of S-BGP. Prefix delegation stites might be simplified in soBGP by
using ASes instead of organizations, however, it is notrdied is practical to do so since IP
addresses are usually delegated to organizations not ts ke We suggest that soBGP, like
S-BGP, also faces difficulty in tracing changes of IP addmssership in a strict hierarchical
way. Thus, both S-BGP and soBGP have made architecturagjrdeBbices which arguably lead
to practical difficulties.
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5.2.3 Pretty Secure BGP (psBGP)

In [35] we present a new proposal for securing BGP, namelityP8ecure BGP (psBGP), moti-
vated by our analysis of the security and practicality of GFBand soBGP, and in essence, com-
bining their best features. Our objective is to exploreradéve policies and tradeoffs to provide
a reasonable balance between security and practicalilGPanakes use of a centralized trust
model for authenticating AS numbers, and a decentralizest tnodel for verifying IP prefix own-
ership; the latter is in line with the IAB recommendation§ [®ne advantage of psBGP is that
apparently it can successfully defend against threats troooordinated, misconfigured or mali-
cious BGP speakers inmacticalway. The major architectural highlights of psBGP are a®fed:

1) psBGP makes use of@ntralized trust moddior AS number authentication. Each AS
obtains a public key certificate from one of a number of theted certificate authorities, e.g.,
RIRs, binding an AS number to a public key. We suggest that suttust model provides best
possible authorization of AS number allocation and bessibptes authenticity of AS public keys.
Without such a guarantee, an attacker may be able to impmesamother AS to cause service
disruption.

2) psBGP makes use ofdecentralized trust moddbr verifying the propriety of IP prefix
ownership. Each AS createspeefix assertion list (PALEonsisting of a number of bindings of
an AS number and prefixes which are asserted to be origingtédalb AS, one such assertion
for itself and one for each of its neighboring ASes. If an A®a$es not to endorse the prefix
assertion of a neighboring AS, there will still be an entry tlsat AS but with an empty or null
prefix field. A prefix ownership assertion made by an ASigper if it is consistent with the
assertion made by at least one of its neighbors which chdoga®vide prefix endorsement. In
this way, we distribute the difficult task of tracing IP adskeownership across all ASes on the
Internet. Assuming reasonable due diligence in trackingd&ress ownership of selected subset
of direct neighbors, and assuming no two ASes in collusi@ingle misbehaving AS originating
improper prefixes will be detected because they will causensistency with prefix assertions
made by its asserting peers.

6 Comparison of S-BGP, soBGP and psBGP

We compare the different approaches taken by S-BGP, soB@RsBGP for achieving the BGP
security goals listed i§5.1. Table 4 provides a summary. We see that psBGP falls sherevbe-
tween S-BGP and soBGP in several of the security approacitearahitectural design decisions,
but makes distinct design choices in several others.
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6.1 AS Number Authentication

Both S-BGP and psBGP use a centralized trust model for atithéng AS numbers, which is
different from the web-of-trust model used by soBGP. Théed#nce between the AS number
authentication of psBGP and S-BGP is that S-BGP follows ttistiag structure of AS number
assignment more strictly than psBGP. In S-BGP, an AS nunstesdgigned by IANA to an organi-
zation and it is an organization that creates and signs éicate binding an AS number to a public
key (thus, a two-step chain). In psBGP, an ASNumCert is sighectly by IANA (depth=1), and

is independent of the name of an organization. Thus, psBGReka certificate management over-
head than S-BGP, requiring fewer certificates. In addisome changes in an organizati@may
not require revoking and reissuing the public key certi@aaitthe AS controlled byX. For exam-
ple, if X changes its name to Y but the AS numBeaassociated with X does not change, psBGP
does not need to revoke the ASNumCgrt, s)r. However, in S-BGP, the public key certificates
(kx, X)r, (ks, s)k, Might be revoked, and new certificatés-, Y)r, (k., s)r, might be issued.

6.2 BGP Speaker Authentication

In S-BGP, a public key certificate is issued to each BGP speakele both soBGP and psBGP
use one common public key certificate for all speakers witime AS. Thus, soBGP and psBGP
require fewer BGP speaker certificates (albeit requirir@usedistribution of a common private
key to all speakers in an AS).

6.3 Data Integrity

S-BGP uses IPsec for protecting BGP session and data ityteBoth soBGP and psBGP adopt
this approach. TCP MD5 [13] is supported by all three profsofa backward compatibility. In
addition, automatic key management mechanisms can bermeplked for improving the security
of TCP MDS5.

6.4 Prefix Origin Verification

Both S-BGP and soBGP propose a hierarchical structure tboaaation of the IP address space;
however S-BGP traces how IP addresses are delegated angamgzations, while soBGP only
verifies IP address delegation among ASes. It appears tB&Raimplifies the delegation struc-
ture and requires fewer certificates for verification; hogreit is not clear if it is feasible to do so
in practice since IP addresses are usually delegated betwganizations, not ASes. In psBGP,
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consistency checks of PALs of direct peers are performeeétidnif it is proper for an AS to orig-
inate an IP prefix. Therefore, psBGP does not involve vetiioaof chains of certificates (instead
relying on offline due diligence). We note that while psBGRslaot guarantee perfect security of
the authorization of IP address allocation or delegatisimended by S-BGP and soBGP, it is not
clear if the design intent in the latter two can actually be m@ractice.

6.5 ASPATH Verification

Both S-BGP and psBGP verify the integrity of ARTH based on its definition in the BGP spec-
ification [31]. In contrast, SOBGP verifies the plausibilitiyan ASPATH. Thus, S-BGP and ps-
BGP provide stronger security of ABATH than soBGP, at the cost of digital signature operations
which might slow down network convergence. Regarding reMfmrting policy verification, none

of them has a solution. We are currently working on a meciandsallow psBGP to verify if an
AS_PATH conforms to the route exporting policies of every AS bba path.

Goal S-BGP soBGP psBGP
G1: AS Number centralized decentralized centralized
Authentication (multiple levels) | (with trust transitivity) (depth=1)
G2: BGP Speaker one certificate one certificate one certificate
Authentication per BGP speaker per AS per AS
G3: Data Integrity IPsec or TCP MD5 IPsec or TCP MD5 | IPsec or TCP MD5
G4: Prefix Origination centralized centralized decentralized
Verification (multiple levels) (multiple levels) (no trust transitivity)
Gb5: AS PATH Verification integrity plausibility integrity

Table 4: Comparison of S-BGP, soBGP, and psBGP re: achi®@ security goals.

7 Concluding Remarks

BGP is the only inter-domain routing protocol used on thermét. It is vulnerable to a variety of
attacks, and it must be secured to protect the Internetngunirastructure, which is now clearly
recognized as a critical infrastructure, from being misudéere are several proposals for securing
BGP. However none of them has been deployed. We suggess®B@thcombines the best features
of S-BGP and soBGP, while differing fundamentally in the maeh taken to verify IP prefix
ownership. As no centralized infrastructure for tracinguadpes in IP prefix ownership currently
exists, and it would appear to be quite difficult to build sachinfrastructure, we suggest that the
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decentralized approach taken by psBGP provides a moréfeaseans of increasing confidence
in correct prefix origination. We also suggest that the fieatie structure and trust model in psBGP
has practical advantages.

Securing BGP and doing so in such a way that it will actuallypbtih deployable and deployed
requires collaboration among many parties, e.g., routedees and ISPs. While many stake hold-
ers are aware of the problem, none of them has taken ingitdipush it forward. One operational
obstacle is that extra costs will incur from developing aegdldying BGP security solutions. With
the current downturn in the telecommunications industogt ceduction has become a primary
objective of many router vendors and ISPs. Thus, it appaaesalistic to expect ISPs to start to
spend on deploying BGP security solutions which do not glevo them an immediate return on
investment. Router vendors are not motivated either toldpV@GP security solutions due to the
lack of interest from ISPs.

We suggest that governments can play an important role ilitdée the development and de-
ployment of more secure versions of BGP. While the Intemetainly built and operated by ISPs,
itis now of general public interest since most people ané&sjly all businesses are reliant on the
Internet for their daily activities. Thus, we believe it sitlthbe a government responsibility to en-
sure that the Internet in general, and BGP in particulaggsiged, especially from a robustness and
survivability perspective. As a tangible example, goveenis could provide funding for research
and development of BGP security solutions; might encout&§s to deploy BGP security solu-
tions (e.g., by subsidies or R&D tax credits or other incggg); or may even require the Internet
routing infrastructure used within the government itselétnploy a more secure version of BGP.
We believe the latter may be particularly effective, beeanfshe very significant spending power
of the government, and its leverage over vendors of Intenfretstructure services, associated with
the very large IT requirements of an organization of its size
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